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AARC-360
8000 Avalon Boulevard, Suite 100 Alpharetta, GA 30009 AQQ w)

Tel: +1 866 576 4414 Assurance | Advisory
www.AARC-360.com -

Independent Service Auditor’s Report
To: CoreSite LP

Scope

We have examined CoreSite LP’s (“CoreSite,” “the Company,” or “the Service Organization”) description of its
colocation services system for the period from July 1, 2024 through June 30, 2025. Our examination was conducted
in accordance with the criteria in DC section 200, 2018 Description Criteria for a Description of a Service
Organization’s System in a SOC 2° Report (AICPA, Description Criteria), and the trust services criteria relevant to
security and availability as set forth in TSP section 100, 2017 Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).

The description indicates that certain service commitments and system requirements can only be achieved if
complementary user entity controls, assumed in the design of CoreSite’s controls, are suitably designed and
operating effectively in conjunction with CoreSite’s controls. The description presents CoreSite’s controls, the
applicable trust services criteria, and the complementary user entity controls necessary to meet those criteria. Our
examination did not include these complementary user entity controls, and we did not evaluate their design or
operating effectiveness.

Service Organization’s Responsibilities

CoreSite is responsible for its service commitments and system requirements, and for designing, implementing, and
operating effective controls within the system to provide reasonable assurance that those commitments and
requirements were achieved.

In section 2, CoreSite has provided the accompanying assertion titled "CoreSite’s Assertion" regarding the
description and the suitability of design and operating effectiveness of controls stated therein. CoreSite is
responsible for preparing both the description and assertion, including ensuring their completeness, accuracy, and
appropriate presentation.

CoreSite is also responsible for:

e Delivering the services covered by the description;

e Selecting the applicable trust services criteria and stating the related controls in the description;

e Identifying risks that could threaten the achievement of its service commitments and system requirements;
and

e Designing, implementing, and operating controls that are suitably designed and operating effectively to meet
the applicable trust services criteria.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectiveness of controls stated in the description, based on our examination. We conducted our examination in
accordance with attestation standards established by the American Institute of Certified Public Accountants (AICPA)
and with International Standard on Assurance Engagements (ISAE) 3000 (Revised), Assurance Engagements Other
Than Audits or Reviews of Historical Financial Information, issued by the International Auditing and Assurance
Standards Board (IAASB).
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Those standards require that we plan and perform our examination to obtain reasonable assurance that, in all
material respects, the description is presented in accordance with the description criteria and the controls were
suitably designed and operated effectively to provide reasonable assurance that CoreSite’s service commitments
and system requirements were achieved based on the applicable trust services criteria. We believe that the evidence
obtained is sufficient and appropriate to provide a reasonable basis for our opinion.

An examination of the description and the suitability of the design and operating effectiveness of controls involves:

e  Obtaining an understanding of the system and CoreSite’s service commitments and system requirements;

e Assessing the risks that the description is not presented in accordance with the description criteria, and that
the controls were not suitably designed or operating effectively;

e Performing procedures to obtain evidence about whether the description is presented in accordance with the
description criteria;

e Performing procedures to obtain evidence about whether the controls were suitably designed to provide
reasonable assurance that CoreSite achieved its service commitments and system requirements;

e Testing the operating effectiveness of controls to provide reasonable assurance that CoreSite achieved its
service commitments and system requirements; and

e  Evaluating the overall presentation of the description.

Our examination also included performing such other procedures as we considered necessary in the circumstances.

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant ethical
requirements related to the engagement.

Inherent Limitations

The description is prepared to meet the common needs of a broad range of report users. As such, it may not include
every aspect of the system that an individual user may consider important to meet their informational needs.

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of
human error, control override, or circumvention.

Because of their nature, controls may not always operate effectively to provide reasonable assurance that CoreSite’s
service commitments and system requirements are achieved based on the applicable trust services criteria.
Additionally, any projection of conclusions about the suitability of the design and operating effectiveness of controls
to future periods is subject to the risk that controls may become inadequate due to changes in conditions or declining
compliance with policies and procedures.

Description of Tests of Controls

The specific controls tested, along with the nature, timing, and results of those tests, are presented in Section 4 of
this report.

Opinion
In our opinion, in all material respects:

a. The description presents CoreSite’s colocation services system that was designed and implemented
throughout the period July 1, 2024 through June 30, 2025, in accordance with the description criteria.
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b. The controls stated in the description were suitably designed throughout the period to provide reasonable
assurance that CoreSite’s service commitments and system requirements would be achieved based on the
applicable trust services criteria, assuming the controls operated effectively and user entities applied the
complementary controls assumed in the design of CoreSite’s controls.

c. The controls stated in the description operated effectively throughout the period to provide reasonable
assurance that CoreSite’s service commitments and system requirements were achieved based on the
applicable trust services criteria, assuming the complementary user entity controls operated effectively
during the same period.

Restricted Use

This report, including the description of tests of controls and results thereof in Section 4, is intended solely for the
information and use of:

e  Management of CoreSite;
e User entities of CoreSite’s colocation services system during some or all of the period July 1, 2024 through
June 30, 2025;
e Business partners of CoreSite subject to risks arising from interactions with the colocation services;
e  Practitioners providing services to such user entities and business partners;
e  Prospective user entities and business partners; and
e Regulators who have sufficient knowledge and understanding of the following:
- The nature of the service provided by the Service Organization;
- How the Service Organization’s system interacts with user entities, business partners, and other
parties;
- Internal control and its limitations;
- Complementary user entity controls and how those controls interact with the controls at the Service
Organization to achieve the Service Organization’s service commitments and system requirements;
- User entity responsibilities and how they may affect the user entity’s ability to effectively use the
Service Organization’s services;
- The applicable trust services criteria; and
—  The risks that may threaten the achievement of the Service Organization’s service commitments and
system requirements and how controls address those risks.

This report is not intended to be, and should not be, used by anyone other than the specified parties.

AARC-360

Alpharetta, GA
September 4, 2025
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[E} CoresITE

CoreSite’s Assertion

September 4, 2025

We have prepared the description of CoreSite LP’s (“CoreSite,” “the Company,” or “the Service Organization”)
colocation services system for the period from July 1, 2024 through June 30, 2025, based on the criteria set forth in
DC section 200, 2018 Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report
(AICPA, Description Criteria). The description is intended to provide report users with information about the
colocation services system that may be useful in assessing risks arising from interactions with CoreSite’s system,
particularly with respect to system controls designed, implemented, and operated to meet CoreSite’s service
commitments and system requirements based on the trust services criteria relevant to security and availability, as
set forth in TSP section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality,
and Privacy (AICPA, Trust Services Criteria).

The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at CoreSite, to achieve CoreSite’s service commitments and system
requirements based on the applicable trust services criteria. The description presents CoreSite’s controls, the
applicable trust services criteria, and the complementary user entity controls assumed in the design of CoreSite’s
controls.

We confirm, to the best of our knowledge and belief, that:

a. Thedescription fairly presents the colocation services system that was designed and implemented throughout
the period July 1, 2024 through June 30, 2025, in accordance with the description criteria.

b. The controls stated in the description were suitably designed throughout the period to provide reasonable
assurance that CoreSite’s service commitments and system requirements would be achieved based on the
applicable trust services criteria, assuming the controls operated effectively and user entities applied the
complementary controls assumed in the design of CoreSite’s controls.

c. The controls stated in the description operated effectively throughout the period to provide reasonable
assurance that CoreSite’s service commitments and system requirements were achieved based on the
applicable trust services criteria, assuming the complementary user entity controls operated effectively
during the same period.

Larry Jones

Larry Jones
Vice President, Compliance & Internal Controls
CoreSite
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SECTION 3 — CORESITE’S DESCRIPTION OF ITS COLOCATION SERVICES
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CoreSite’s Description of Its Colocation Services
For the Period July 1, 2024 to June 30, 2025

OVERVIEW OF OPERATIONS

Company Background

CoreSite, a subsidiary of American Tower Corporation, owns and operates data center facilities in key markets across
the United States. CoreSite’s data centers deliver secure, high-performance colocation and interconnection services
for its customers, including enterprises, cloud providers, and network operators.

Description of Services Provided

CoreSite delivers secure, reliable colocation facilities with infrastructure designed to protect customer systems from
physical and environmental risks. In addition, CoreSite provides cross connection and interconnection services to
enable secure, low-latency communication among customers, cloud platforms, and network providers. The following
table outlines CoreSite’s core service offerings, each designed to support customer reliability, scalability, and

business continuity.

Service

Physical Security

Description

CoreSite data centers implement multi-layered physical security measures,
including biometric scanners, keycard access, mantraps, and 24x7 on-site security
personnel, to ensure only authorized individuals can access critical infrastructure.

Climate Controls and
Cooling Systems

CoreSite’s precision cooling and environmental systems maintain optimal
temperature and humidity levels to support high-performance computing and
prevent equipment failure.

Fire Detection and
Suppression

CoreSite’s data centers feature advanced fire detection systems, including smoke
and heat sensors integrated with automated suppression systems such as pre-
action sprinklers and clean agent solutions, designed to protect infrastructure and
minimize damage.

Primary and Backup
Power

CoreSite data centers are equipped with redundant power infrastructure, including
uninterruptible power supplies (UPS), diesel generators, and dual power feeds, to
ensure continuous operation during utility outages.

Cross Connects

Dedicated physical connections within CoreSite data centers provide customers
with direct, secure access to cloud providers, networks, and business partners to
support performance, resilience, and business continuity.

Any2Exchange

CoreSite’s internet peering exchange allows internet service providers, content
providers, and enterprises to interconnect and exchange IP traffic efficiently at local
and national levels, reducing transit costs and improving performance.

Open Cloud Exchange
(OCX)

CoreSite’s software-defined interconnection platform enables virtual connections
to multiple cloud and network providers through a single port, enhancing
performance, scalability, and agility for hybrid and multi-cloud architectures.

CoreSite does not collect, access, store, retain, encrypt, decrypt, or otherwise monitor any of its customer data or
communications, including information stored on customer-owned equipment or related to customers' end users.
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PRINCIPAL SERVICE COMMITMENTS AND SYSTEM REQUIREMENTS

CoreSite designs its colocation services to meet service commitments and system requirements based on business
objectives, regulatory obligations, and contractual commitments to its customers. These commitments align with
the trust services criteria for security and availability and are designed to provide a secure, reliable, and highly
available colocation environment for CoreSite's customers.

These security and availability commitments are documented and communicated in the description of the service
offerings provided on the public-facing website. The following table summarizes CoreSite’s standardized service
commitments aligned with the trust services criteria for security and availability.

Trust Service Category Service Commitments

Security e Physical security enforced through badge access, biometric scanners, and
controlled site access and/or mantrap entries

e Physical security monitored through IP-network video recorder (NVR) cameras

e 24x7x365 on-site security qualified personnel and/or remote security
monitoring services

e 24x7x365 remote hands services

Availability e Environmental monitoring via building automation systems with threshold-
based alerts for temperature, humidity, and power usage
e 100% uptime service level agreement (SLA)
e Redundant power configurations, including:
— N, N+1, 2N, and distributed UPS redundancy (varies by data center)
— N, N+1, and 2N generator redundancy (varies by data center)

Security and Availability e Annual independent audits and compliance assessments, including:

— Type 2 System and Organization Controls (SOC) 1 examination

— Type 2 SOC 2 examination

— 1SO 27001 certification

— NIST Special Publication 800-53 (NIST 800-53) attestation

— Payment Card Industry Data Security Standard (PCI DSS) assessment

— Health Insurance Portability and Accountability Act (HIPAA) attestation

CoreSite establishes operational requirements that support the achievement of the principal service commitments,
as well as compliance with applicable laws, regulations, and industry guidelines. These requirements include, but
are not limited to, defined processes for:

e  Conducting risk assessments to support strategic and operational objectives.

e Maintaining business continuity and disaster recovery plans, tested annually to support operational
resilience.

e  Performing preventative maintenance to support the reliable operation of data center infrastructure.

e  Utilizing automated, real-time monitoring tools to track power usage and infrastructure load.

e  Reviewing availability trends and capacity forecasts through quarterly management oversight.

These operational requirements are formalized through CoreSite’s policies, standard operating procedures (SOPs),
and internal documentation shared with relevant personnel.

In accordance with the assertion and the description criteria, the service commitments and requirements described
above represent those common to the broad base of system users and may not reflect all specific commitments or
requirements outlined in individual customer agreements.
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COMPONENTS OF THE SYSTEM USED TO PROVIDE THE SERVICE

System Boundaries

The system described in this report is designed, implemented, and operated to achieve CoreSite’s business and
compliance objectives in accordance with management-defined requirements. This description establishes the
boundaries of the system, which include the services provided, as well as the five system components described

below: infrastructure, software, people, procedures, and data.

The scope of this report includes the security and availability trust service categories for the following CoreSite data

center facilities:
Locations Sites

Atlanta AT1, AT2
Boston BO1

Chicago CH1, CH2
Washington D.C. DC1, DC2
Denver DE1*, DE2

Los Angeles LA1, LA2, LA3
Miami Mi1, MI2

New York NY1, NY2, NY3
Orlando OR1

Silicon Valley SV1, SV2, SV3, SV4, SV7, SV8, SV9
Northern Virginia VA1, VA2, VA3

* - In April 2025, CoreSite acquired the building housing DE1, including additional colocation space. This additional
colocation space is not included in the scope of this report and will be included in a future examination once
integrated into CoreSite’s control framework.

Infrastructure and Software
Primary Infrastructure and Software
The physical and environmental security infrastructure supporting CoreSite’s colocation services consists of both

primary and secondary systems. Lenel, Any2Exchange® and OCX infrastructure, and their supporting infrastructure
are classified as primary systems, which includes the following components:

Primary Infrastructure

System

Business Function Description

Operating System

Physical Location

Lenel Badge Access
Control

Third-party badge access control
system.

Windows Server
(VMware)

Denver, Los Angeles,
Reston

Active Directory

Centralized authentication for

Windows Server

Denver, Los Angeles

production servers and infrastructure. | (VMware)
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Primary Infrastructure

System

Business Function Description Operating System Physical Location

Virtual Private Network
(VPN)

Zscaler Private
Access (ZPA) VPN

Encrypted VPNs requiring multi-factor
authentication (MFA) for remote
access to the production network.

Atlanta, Denver, Los
Angeles, New York,
Reston, Silicon Valley

Jump Servers

Windows Server
(VMware)

Enforce segmented, role-based access
to production environments.

Denver, Los Angeles

Bastion Hosts

Provide simple network management
protocol (SNMP) polling, telemetry
and secure jump access for device
management.

Linux (Debian) Chicago, Denver, Los
Angeles, Miami, Santa
Clara, Secaucus,

Somerville, Reston

Production Servers and

Host Lenel application and support Windows Server Los Angeles, Reston

Databases badge system functionality. (VMware),
Microsoft SQL
Server
Switches Facilitate resilient peering and IronWare, SLX Individual data centers
internal networking (Any2Exchange®
and OCX).
Firewall Enforce network segmentation and Check Point Denver, Los Angeles,

inbound traffic filtering. Reston

Secondary Infrastructure and Software

While secondary systems support the delivery of CoreSite’s colocation services, the controls governing their
maintenance and logical access are considered outside the defined system boundary, as they are not typically
relevant to the common information needs of the broader user base. The following secondary infrastructure is
utilized in support of the delivery of CoreSite’s colocation services:

Secondary Infrastructure

System Function

Automated Logic Building automation systems used to monitor and manage critical facility
infrastructure, including UPS, generators, cooling systems, and environmental

conditions.

Customer Portal A secure, self-service platform for managing support tickets, invoices,

interconnection services, and account details.

CrowdStrike Falcon
Complete
(NextGen SIEM)

A next-generation cybersecurity platform powered by machine learning, providing
Security Information and Event Management (SIEM), endpoint protection, threat
hunting, and incident response.

Endpoint Central,
Microsoft Intune

Endpoint management tools used to apply patches and updates to production servers
that support the badge access control system.

Duo MFA system used to secure access to both corporate and production environments.

Rapid7 Nexpose,
BitSight,
SecurityScorecard

Cybersecurity tools used to identify internal vulnerabilities and provide independent
external security ratings.
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Secondary Infrastructure

System Function
NVR Video surveillance systems used to monitor facility access and physical security.
RFCode Environmental monitoring tools used to track temperature and humidity in data

center computer rooms.

ServiceNow A workflow management platform used to track incidents, changes, and support
tasks across operational environments.

LogicMonitor Infrastructure monitoring tools used to track server performance, capacity, and
availability with automated alerting.

Rubrik Backup and replication tools used to support disaster recovery for Lenel and
networking systems.

People

CoreSite colocation services are supported by the following key functional groups that contribute to operations,
security, and compliance-related activities within the scope of this review:

Group Function

Executive Management | Provides strategic oversight, sets organizational goals, and ensures alignment with
business objectives.

Human Resources (HR) | Facilitates onboarding and termination processes, supports employee relations, and
administers compensation and benefits.

Data Center Operations | Operates colocation facilities, responds to customer inquiries, and monitors physical
and environmental security on a 24x7 basis.

Network Operations Maintains the availability and performance of Any2Exchange® and OCX services,
including customer connectivity and troubleshooting.

Information Manages network access, maintains system security, supports production
Technology (IT) infrastructure, and ensures compliance with access control and monitoring policies.
Procedures
Physical Security

CoreSite maintains a comprehensive standard operating procedure (SOP) that governs security practices across its
colocation facilities. The SOP outlines the roles and responsibilities of colocation and security personnel and covers
key topics such as:

e Management of the access control system
e  Visitor management

o Deliveries and equipment removal

e Handling of customer-owned infrastructure
e Physical security incident response
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Physical security is enforced through a combination of manual and automated controls. CoreSite uses the Lenel
badge access control system to monitor and prevent unauthorized access. The system enforces two-factor
authentication requiring both badge credentials and a biometric scan to access restricted areas such as customer
installations (e.g., production areas) and network rooms housing Any2Exchange® and OCX infrastructure. Biometric
data is securely stored as non-reversible, one-way hashes. The badge systems log all ingress activity, with logs
retained for a minimum of 90 days for audit purposes. Alerts for predefined events such as doors held open or
biometric mismatches are routed in real time to data center operations for investigation. Data center staff also use
the automated ticketing system to manage and track equipment deliveries and removals.

CoreSite also deploys NVR camera systems to continuously monitor access and activity throughout the colocation
environment. Security technicians provide 24x7 oversight at each site, and the Lenel and NVR systems are integrated
with an enterprise-wide monitoring platform that supports centralized, off-site surveillance. NVR images are
retained for at least 90 days.

Physical access requests for internal users are documented through the automated ticketing system and require
manager approval. Employee badge access privileges are granted based on individual job responsibilities and are
revoked as part of the employee termination process. Quarterly physical access reviews are performed for each
colocation facility to help ensure that access to the data centers is restricted to authorized personnel. Physical access
requests for external users (e.g., customers, contractors, vendors, etc.) are also submitted through the automated
ticketing system and are processed by facility security personnel. Visitors must present photo identification, be
logged in the access control system or sign a visitor log, and must be escorted wearing a temporary badge. Historical
visitor logs and badge records are retained for a minimum of 90 days. The ability to administer the badge access
control systems is restricted to user accounts accessible by authorized personnel.

CoreSite maintains procedures to track the assignment and return of physical keys at its data center facilities.
Depending on the location, sites either use the Traka key management system or follow a manual key check-out and
audit process. Traka electronic key cabinets are used to securely issue, track, and automatically audit physical keys.
These units enforce authenticated access, provide real-time tracking of key check-outs and returns, and support
centralized reporting and alerting to help enforce physical access controls and accountability.

Logical Security

The primary infrastructure supporting the Lenel badge access control system, Any2Exchange® and OCX
environments, is integrated with Active Directory for authentication and access control. Users access these
production environments by either connecting to the corporate network via IT-issued equipment or through a TLS-
encrypted VPN authenticated via Okta, which is further protected by CoreSite’s MFA solution, Duo. Direct access to
internal environments from the corporate network or VPN is not permitted without first passing through additional
security controls. Access to internal systems is controlled through role-based jump servers and bastion hosts, which
are segmented by team, function, and site. These systems are also integrated with Active Directory and require MFA
for authentication. Once authenticated, authorized users can access the underlying production servers, databases,
or switches based on their assigned roles. CoreSite secures network traffic through a layered firewall architecture
that leverages Check Point firewalls configured in failover clusters to ensure high availability. Firewalls, switches, and
routers are managed via secure out-of-band channels, with access authenticated through Active Directory
credentials.

Logical access requests for internal users are submitted through the automated ticketing system and require
manager approval. Access is provisioned through predefined security groups that enforce role-based access and
segregation of duties. Administrative access is restricted to authorized personnel. Quarterly access reviews are
conducted to validate privileged user accounts and ensure continued adherence to least privilege principles. Upon
employee termination, a formal deprovisioning process is initiated, which includes generating a termination ticket
to ensure all system access rights are promptly revoked.
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Network Monitoring and Security

CoreSite’s IT security team monitors emerging technologies and evolving threats using security subscriptions and
threat intelligence bulletins. The potential impact of new vulnerabilities and changes in legal or regulatory
requirements is evaluated by senior management. At least monthly, CoreSite performs automated internal and
external vulnerability scans on production servers and network devices using tools such as Rapid7 Nexpose, BitSight,
and SecurityScorecard. In addition, third-party penetration tests are performed annually. Remediation efforts are
tracked through the automated ticketing system and monitored through resolution.

CoreSite uses Check Point firewall systems to filter unauthorized inbound traffic. These systems are deployed in
geographically redundant production stacks and clustered locally for high availability and WAN failover support. Each
colocation facility also implements functionally segregated firewalls at the data center core. Firewall rules are
centrally managed via SmartConsole and integrated with Active Directory for authentication. Rule sets are reviewed
quarterly, and any changes must be approved and documented within the ticketing system before implementation.

For endpoint protection, CoreSite uses CrowdStrike Falcon Complete with NextGen SIEM across registered Lenel
production servers, Any2Exchange® and OCX jump servers, and user workstations. Falcon provides real-time threat
detection and response capabilities through its cloud-based platform, which includes next-generation antivirus
(NGAV) machine learning, SIEM integration, proactive threat hunting, and behavioral analytics. The solution does
not rely on traditional signature-based detection, instead offering continuous visibility and context into threat
activity.

Incident Response

CoreSite maintains documented escalation procedures for reporting and responding to security and availability
incidents. These procedures are provided to both internal and external users and outline the full incident lifecycle,
including:

e Roles and responsibilities

e Procedures for reporting security events and system weaknesses
e Assessment and classification of incidents

e Response actions and communication protocols

e Post-incident review and lessons learned

e Evidence collection and documentation requirements

Quarterly, management meetings are conducted to review incident activity, discuss corrective actions, and ensure
effective resolution and continuous improvement.

Help desk and operations personnel use the automated ticketing system to log security incidents, track response
efforts, and document final resolutions. This system helps maintain accountability and ensures a complete audit trail
for each event.

Change Management

CoreSite maintains documented change management policies and procedures to guide personnel in the request,
documentation, testing, approval, and deployment of system changes. Standard build procedures are followed for
the installation and maintenance of production servers and supporting infrastructure for the Lenel badge access
control system, Any2Exchange®, and OCX services.
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The Lenel badge access control system is developed by a third-party vendor, who is responsible for application design
and development. CoreSite applies updates to the application when new vendor versions are released. These
updates are reviewed, tested, and approved before deployment. A post-implementation review is conducted to
validate the update's successful integration into the production environment.

Changes to the Any2Exchange® and OCX environments are limited to infrastructure-level modifications, such as
switch configurations and route server hardware replacements. These changes must be authorized, tested (as
applicable), and approved prior to implementation. Customers are notified in advance of planned network
maintenance, and once services are restored to normal operation. Changes to the customer portal are performed
upon customer request submitted through the portal. A weekly review of changes implemented to the customer
portal is performed by the administration team to ensure that only authorized modifications have been
implemented.

Critical operating system security patches are automatically applied to Lenel production servers on a monthly basis
and to bastion hosts supporting Any2Exchange® and OCX services on a daily basis. Security patches are applied to
the switches supporting the Any2Exchange® and OCX services as provided by the vendor or in response to the
discovery of a major vulnerability. These patches are applied in accordance with the standard change management
process. CoreSite uses an automated ticketing system to document the authorization, testing, and approval of
application updates and operating system security patches.

The ability to promote system changes into the production environment is restricted to user accounts accessible by
authorized personnel.

Automated backup systems are in place to perform scheduled incremental and full backups of production servers
supporting the Lenel badge access control system and incremental backups of Any2Exchange® and OCX switches
daily to support rollback in the event of system issues caused by changes.

Backup Power Infrastructure

CoreSite has controls in place to support the reliability of data center power provided to its colocation facilities.
During client onboarding, power availability is contracted based on each customer's specific requirements. To
support continuous power, each data center is equipped with redundant power infrastructure, including UPS
systems and backup generators. These systems are configured to help ensure power supplies remain uninterrupted
with a combination of N, N+1, 2N, and distributed redundant configurations.

UPS systems are in place to maintain temporary power to critical infrastructure during utility outages, ensuring
seamless transition to on-site generators and minimizing the risk of power surges. To support ongoing reliability,
management coordinates with qualified third-party vendors to perform formal inspections of the UPS systems at
least annually.

In addition to UPS systems, the colocation facilities are equipped with single or multiple generators configured to
provide temporary power in the event of a failure of the primary power source. CoreSite personnel conduct monthly
inspections of generators using a standardized checklist. Management supplements these internal reviews with at
least semi-annual reviews performed by third-party vendors.

Any scheduled maintenance item not completed within the defined period must be escalated to a Director for review
and approval. Overdue maintenance items must be completed as soon as reasonably possible and are flagged in
reporting dashboards as past due.

Building automation systems are used to continuously monitor the UPS systems, switches, generators, and other
infrastructure that supports power supplied to the colocation facilities. These systems alert data center operations
personnel when predefined conditions or alarms are triggered.
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Cooling, Fire Detection, and Fire Suppression Infrastructure

CoreSite has controls in place to support the reliability of data center cooling for its colocation facilities. To prevent
single points of failure, the infrastructure includes multiple chillers, packaged air handling units (PAHUs), computer
room air conditioners (CRACs), and/or computer room air handlers (CRAHs). In response to customer needs, water-
cooled cabinets are also being introduced into computer rooms. To detect leaks from cooling systems, water
detection systems are deployed throughout critical areas. Inspections of all cooling infrastructure are performed by
internal personnel or third-party vendors at least annually in alighment with CoreSite’s SOPs and industry best
practices.

Environmental conditions, such as temperature and humidity levels, are continuously monitored via building
automation systems. These systems are configured to trigger alerts when thresholds are exceeded, enabling data
center operations personnel to take corrective action promptly and restore equipment to optimal operating
conditions.

In addition to cooling, CoreSite’s colocation facilities are equipped with a range of fire detection and suppression
systems. These include:

¢ Audible and visual fire alarms

e Dry or wet pipe sprinklers

e FM-200 fire suppression systems

¢ Smoke and heat detectors

e Very Early Smoke Detection Apparatus (VESDA)
¢ Hand-held fire extinguishers

For facilities with dry or wet pipe water sprinklers, master shutoff or isolation valves are installed to mitigate the risk
of water damage. These valves are maintained in working condition and accessible only to authorized personnel. All
fire detection and suppression equipment is inspected at least annually by third-party vendors to ensure proper
functionality and compliance with regulatory and safety standards.

Any scheduled maintenance item not completed within the defined period must be escalated to a Director for review
and approval. Overdue maintenance items must be completed as soon as reasonably possible and are flagged in
reporting dashboards as past due.

Availability Monitoring

CoreSite’s capacity planning team leverages automated monitoring tools and reports to track real-time power and
utilization levels across colocation facilities and supporting infrastructure. In addition to real-time monitoring,
CoreSite management conducts quarterly availability reviews to evaluate trends, compare performance against
system commitments, and forecast future resource needs.

System Monitoring, Backups, and Database Log Shipping

CoreSite IT personnel utilize LogicMonitor, an enterprise monitoring platform to continuously monitor the
performance and capacity of Lenel production servers and Any2Exchange and OCX infrastructure. The system is
configured to issue alerts to IT personnel when predefined thresholds are exceeded, enabling prompt response and
remediation.

CoreSite uses the Rubrik automated backup system to perform daily incremental and weekly full synthetic backups
of the Lenel production servers. The system automatically alerts IT personnel via email with the status of each backup
job to ensure visibility and prompt issue resolution. Network device configurations supporting the Any2Exchange®
and OCX switches are backed up incrementally on a daily basis. The backup system automatically sends email alerts
to IT personnel to report the status of each backup job.
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Transaction log backup files from the primary Lenel badge access control system are replicated daily to support high-
availability and disaster recovery. If replication fails, automated email alerts are sent to security personnel to enable
proactive remediation.

Database Restoration and Disaster Recovery

IT personnel perform restoration tests of Lenel production server backup files using the most recent incremental
and full backups at least annually. These tests validate that critical data can be restored in the event of an outage or
declared disaster. Additionally, CoreSite maintains documented business continuity and disaster recovery plans for
its corporate headquarters and each colocation facility. These plans outline procedures for responding to disruptive
events and cover key functional areas, including IT, data center operations, and network operations. The plans are
tested at least annually to validate their effectiveness and ensure preparedness.

Technical Support to Customers

CoreSite provides technical support in accordance with documented policies and procedures that cover customer
installations, ongoing issue resolution, and troubleshooting. Support is facilitated through an automated ticketing
system integrated with the customer portal. Customers can submit trouble tickets, work orders, and incident reports
via CoreSite’s online portal. Submitted tickets automatically notify the data center operations group and the ticket
originator via email. Upon receipt, tickets are acknowledged and worked to completion by operations personnel.
Requests related to cabinet and cage installations, or interconnection services are also logged into the system. All
completed tickets are retained for historical reference and audit tracking.

To support customer needs, on-site operations staff are available during extended business hours, and 24x7 on-call
support is available at all colocation facilities.

Availability

CoreSite’s system is designed to ensure high availability, with redundant infrastructure and failover mechanisms in
place. CoreSite has implemented various technical and operational measures to ensure system uptime and
resilience. These controls include redundancy, failover procedures, proactive monitoring, and capacity planning.
Data centers are distributed across multiple regions to provide geographic redundancy. Data recovery tests are
performed at least annually to validate the effectiveness of recovery procedures. Capacity monitoring is in place to
ensure resources align with customer demand. Incident response plans are established for handling outages and
capacity changes with designated response teams.

Data
Physical and Environmental Data

CoreSite does not manage or access customer data stored within its colocation services system. However, it is
responsible for managing and monitoring physical and environmental data across its data center facilities and at
CoreSite’s headquarters in Denver, Colorado. A centralized badge access control system regulates entry to CoreSite
facilities, while NVR camera systems continuously monitor for potential intrusion or physical security threats. Both
systems are configured to retain access logs and video which support security investigations when needed.

Environmental conditions, including temperature and humidity, are managed using dedicated cooling infrastructure
and monitored through the building automation systems. These systems are configured to trigger alarms when
environmental thresholds are exceeded or when a risk of power system failure is detected.
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To ensure power availability, each colocation facility is equipped with redundant UPS systems and backup
generators, all of which are maintained and regularly inspected by internal and third-party personnel. Environmental
control systems, including CRACs/CRAHSs and chillers, are also subject to scheduled maintenance to ensure ongoing
performance and reliability.

Customer Portal Data

As part of CoreSite’s colocation services, customers are granted access to a secure online portal, which is restricted
to their own data and account-specific information. Customers are responsible for managing their individual access
rights, including designating a portal administrator. OCX customers can also utilize the portal to manage one-to-
many Ethernet connections with multiple cloud and IT service providers (e.g., AWS, Google Cloud Platform, Microsoft
Azure, Oracle Cloud Infrastructure, etc.).

While the portal does not store cardholder data (CHD) or protected health information (PHI), it does contain the
following customer-related data:

e  Customer orders for services and support

e Inventory (e.g., spaces and services, power usage, network usage, etc.)

e Activity history (e.g., power, interconnection, buildout services, remote hands, trouble tickets, access,
packages, inquiries, usage billing, environmental data)

e Invoices

e Legal documents (master services agreement (MSA) and contracts)

e Knowledge documents

e User security settings (accessible only by portal administrators)

e User permissions

e  Security access logs

e Setting up a new user requires first name, last name, email address, job title, phone number, time zone,
and used-by account

Access to the portal is secured by username and password authentication, and all web sessions are encrypted using
TLS 1.2 to ensure data in transit is protected.

CoreSite Asset and Data Disposal

CoreSite maintains a media handling and destruction policy that guides personnel in securely removing data and
software from company-owned physical assets. These procedures ensure that all data is rendered unrecoverable
prior to asset disposal. Physical destruction and recycling of CoreSite-owned assets are performed by a qualified
third-party vendor, which provides CoreSite with a certificate of destruction or recycling upon completion.
Customers are responsible for managing the secure destruction of data and software stored on their equipment
within the colocation facilities.

Significant Changes During the Review Period

No relevant changes to the colocation services system occurred during the review period.

Subservice Organizations

No subservice organizations were relevant to the scope of this assessment whose controls were necessary, in

combination with controls at CoreSite, to provide reasonable assurance that CoreSite’s service commitments and
system requirements were achieved.
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CONTROL ENVIRONMENT

The control environment at CoreSite provides the foundation for all other areas of internal control. It establishes the
tone of the organization and influences the awareness and commitment of personnel to control activities and ethical
behavior. Key components include integrity and ethical values, management’s commitment to competence, the
organizational structure, assignment of authority and responsibility, and oversight by the board of directors, audit
committee, and executive leadership.

Integrity and Ethical Values

CoreSite emphasizes integrity and ethical conduct as essential elements of its control environment. These values
influence the design, administration, and monitoring of other components. CoreSite promotes ethical behavior
through formal policies, leadership example, and removal of incentives that may lead to misconduct.

Management annually reviews and communicates the organizational policy statements that communicate CoreSite
values, behavioral standards, and the employee sanction procedure to personnel. New employees are required to
acknowledge receipt of the employee handbook and confirm their understanding of the code of conduct. Ethics
training is provided upon hire and on an annual basis to reinforce employee responsibilities under the corporate
code of business conduct and ethics. Additionally, CoreSite conducts background checks on all employment
candidates as a component of the hiring process.

Board of Directors, Audit Committee, and Executive Management Oversight

CoreSite’s control environment is significantly influenced by its parent company, American Tower Corporation,
through the oversight provided by its board of directors and audit committee.

Formal charters and corporate governance guidelines define the roles and responsibilities of these governing bodies.
The audit committee, which is comprised of a subset of board members, is specifically responsible for overseeing
CoreSite management’s system of internal control. To support independence and objectivity, the composition of the
board is evaluated on an annual basis with the assistance of corporate counsel to help ensure that a majority of
members remain independent of executive management. Compliance review findings and internal control
performance results are provided to executive leadership at least annually to support informed decision-making and
ongoing risk oversight.

Organizational Structure and Assignment of Authority and Responsibility

CoreSite’s organizational structure establishes a framework for planning, executing, controlling, and monitoring
activities in support of enterprise-wide objectives. This structure is designed to align with the size and operational
complexity of the organization and clearly defines reporting lines, authority levels, and functional responsibilities.

CoreSite delegates operational authority through formal policies, role-based responsibilities, and defined reporting
relationships. The Information Security Steering Committee (ISSC) oversees the implementation and effectiveness
of the Information Security Management System (ISMS) and information security policies.

Organizational charts are maintained and published on the Company’s collaboration platform. These charts clarify
authority, accountability, and reporting relationships, and are updated by HR during onboarding, offboarding or
position changes. Documented position descriptions further define required skills, responsibilities, and qualifications
for each role.
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Commitment to Competence

CoreSite defines competence as the combination of skills and knowledge required to fulfill role-specific
responsibilities. The hiring process includes verification of candidate qualifications against documented job
descriptions.

A dedicated training and development team ensures that employees receive job-specific and compliance-related
training. All personnel complete security awareness training at the time of hire and annually thereafter. Additional
training opportunities are available to support career development and enhance operational effectiveness. CoreSite
uses a Learning Management System (LMS) to track training completion, monitor compliance, and send automated
reminders for overdue or upcoming training requirements.

Accountability

CoreSite promotes accountability through a strong tone at the top, transparent performance expectations, and well-
defined control responsibilities. Internal control roles and performance metrics are communicated to employees
and reinforced during quarterly information security working group meetings. Results from internal compliance
reviews are escalated to executive management, and any identified issues are formally documented with corrective
action plans and tracked through resolution.

Role-specific responsibilities are supported by position descriptions. An employee sanction policy is documented in
the employee handbook, outlining disciplinary actions, including termination for failure to comply with company
policies or procedures.

RISK MANAGEMENT
Overview and Objectives

CoreSite’s risk management program is designed to ensure that organizational resources are deployed efficiently
and effectively to manage both business opportunities and threats. Risk management is a continuous process
involving the identification, assessment, and treatment of risks to CoreSite’s objectives. The risk management
framework provides a structured process to:

e Systematically identify and assess risks early

e Apply consistent criteria to risk evaluation

* Generate accurate and actionable information for decision-making

¢ Develop risk treatment strategies

¢ Monitor and review risk exposure to maintain it within acceptable levels
e Provide the ISSC with visibility into risk posture and plans

The risk assessment procedures outline CoreSite’s methods for assessing and treating risks. The risk assessment
procedures are in place to guide personnel in areas that include, but are not limited to, the following:

e Roles and responsibilities

e  Criteria for risk evaluation

e Risk identification and analysis

e Risk treatment and mitigation

e Ongoing risk monitoring and reporting
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Risk Assessment

CoreSite performs a formal risk assessment on an annual basis to identify and analyze business and security risks, in
accordance with the organization’s risk assessment procedures. Identified risks are formally documented, analyzed
for their significance, and reviewed by management along with mitigation strategies. Risk owners are assigned to
develop and implement control activities that mitigate the identified risks. These control activities are documented
and designed to support the achievement of objectives as an output from the annual risk assessment. In addition to
the full annual risk assessment, risks are regularly evaluated to help ensure they remain current and that the applied
controls are valid. The relevant risk assessments are also reviewed for significant changes to the business such as
the introduction of new or changed IT services and environmental threats.

A statement of applicability, aligned with the requirements of ISO 27001, is in place to document the linkage
between the risk assessment results and the security controls in place to mitigate identified risks. The statement of
applicability is updated on an annual basis in conjunction with the risk assessment process. The annual risk
assessment considers potential for fraud, impact of changes to the system and environmental threats.

Potential for Fraud

Management considers the potential for fraud as part of its risk assessment process to help ensure that risks to
CoreSite’s objectives are properly identified and addressed. Fraud may occur in both financial and non-financial
reporting and can include misappropriation of assets or violations of laws and regulations. Management recognizes
that fraud risk can be influenced by employee pressures, incentives, or opportunities created by absent or ineffective
controls.

To address this, CoreSite incorporates fraud risk considerations into its enterprise-wide annual risk assessment. This
process includes evaluating the likelihood and impact of fraud scenarios and identifying control activities to mitigate
those risks. The assessment helps ensure that fraud-related risks are documented, reviewed, and monitored as part
of CoreSite’s broader risk management and internal control framework.

Vendor Management
A vendor management policy is in place that addresses the following:

e  Specific requirements for a vendor and business partner

e Due diligence process prior to accepting new vendors or business partners

e  Monitoring process to review vendor and business partner compliance on a periodic basis
e Contract requirements

e  Exception handling

e  Contract termination

The policy is reviewed and updated at least annually. Additionally, CoreSite’s compliance team conducts an annual
vendor risk assessment of high-risk vendors, defined as those with logical access to CoreSite’s data, network, or
systems, to support compliance with CoreSite’s security and availability requirements.

TRUST SERVICES CRITERIA AND RELATED CONTROL ACTIVITIES

Integration with Risk Assessment

In addition to identifying and assessing risks, management has identified and put into effect the controls needed to
address those risks. These control activities are designed to ensure that risk responses are executed properly and

consistently. Control activities support the achievement of CoreSite’s security and availability objectives by providing
safeguards against potential threats.
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Selection and Development of Control Activities

Selecting control activities includes consideration of the relevant business processes and identified risks that require
control activities. Additionally, both automated and manual controls are considered during the selection of control
activities. Management also considers how the environment, complexity, nature, and scope of its operations, as well
as the specific characteristics of its organization, affect the selection and development of control activities. As part
of this process, management also assigns risk owners to certain risks. The assigned risk owners select and develop
control activities, including activities over technology, to mitigate the risks identified during the annual risk
assessment process.

CoreSite utilizes a statement of applicability aligned with the requirements of ISO 27001 to document the linkage
between the risk assessment results and the security controls in place to mitigate identified risks. The statement of
applicability is updated on an annual basis in conjunction with the risk assessment process. Risks identified as above
the tolerable threshold are documented in risk treatment plans and are assigned risk owners.

Control activities are deployed using policies to establish what is expected and procedures that put policies into
action. An information security policy is documented, reviewed annually, and communicated to employees via the
Company’s online collaboration platform. Additionally, data center maintenance and security SOPs are documented
and reviewed on an annual basis. Employees are held accountable for complying with CoreSite’s policies. An
employee sanction procedure is documented within the employee handbook communicating that an employee
could face disciplinary action, including termination of employment, for noncompliance with a policy and/or
procedure.

The applicable trust services criteria and related control activities are included in Section 4 of this report to eliminate
the redundancy that would result from listing the items in this section and repeating them in Section 4. Although
the applicable trust services criteria and related control activities are included in Section 4, they are, nevertheless,
an integral part of CoreSite’s description of the system.

The description of the service auditor’s tests of operating effectiveness and the results of those tests are also
presented in Section 4, the Testing Matrices, adjacent to the Service Organization’s description of controls. The
description of the tests of operating effectiveness and the results of those tests are the responsibility of the service
auditor and should be considered information provided by the service auditor.

Trust Services Criteria Not Applicable to the In-Scope System
Criteria within the security and availability categories are applicable to the colocation services system.
INFORMATION AND COMMUNICATION SYSTEMS

CoreSite identifies, captures, and communicates pertinent information in a form and timeframe that enables both
internal and external users to carry out their responsibilities. Information systems produce reports containing
operational, security, financial, and compliance-related information that make it possible to run and control the
business. CoreSite deals not only with internally generated data, but also information about external events,
activities, and conditions necessary to inform business decision-making and external reporting. Effective
communication also occurs in a broader sense, flowing down, across, and up the Company. Personnel receive a clear
message from top management that control responsibilities must be taken seriously. Personnel must understand
their own role in the internal control system, as well as how individual activities relate to the work of others. They
must have a means of communicating significant information upstream. There also needs to be effective
communication with external parties, such as customers, suppliers, regulators, and shareholders.
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Internal Communications

CoreSite has implemented various methods of internally communicating information, including objectives and
responsibilities necessary to support the functioning of internal control. Policies and procedures guide personnel in
meeting CoreSite’s security and availability commitments and the associated requirements. The policies and
procedures are communicated to internal personnel via the Company’s online collaboration platform and identify
information required to support the functioning of internal control and achieve company objectives in several areas
including access control, authentication, acceptable use, data protection, change management, and escalation
procedures. In addition to the policies, information security working group meetings are held on a quarterly basis to
discuss and align internal control responsibilities and performance measures with information security-related
objectives.

CoreSite has implemented various methods of communication to help ensure that employees understand their
individual roles and responsibilities and that significant events are communicated.

These methods include security awareness training upon hire and on an annual basis thereafter and documented
position descriptions to define the skills, responsibilities, and knowledge levels for their respective positions. A
whistleblower policy and hotline are available to employees to report incidents, concerns, and complaints.

External Communications

CoreSite has also implemented various methods of communicating with external users regarding matters affecting
the functioning of internal control. CoreSite’s security and availability commitments, including the security,
contractual, and regulatory requirements, and information regarding the design and operation of the system and its
boundaries are documented and communicated to external users via the customer-facing website, customer
contracts, and marketing materials and brochures. Documented escalation procedures for reporting security and
availability incidents are provided to external users to guide in identifying and reporting failures, incidents, concerns,
and other complaints. An automated ticketing system within the customer portal is available for customers to submit
trouble tickets, work orders, and identified incidents to CoreSite. The ticketing system is configured to e-mail details
of the ticket to the data center operations group and the originator of the ticket. Furthermore, operations support
is available on-site during extended business hours and after hours via an on-call support system. A whistleblower
policy and hotline are also made accessible to external users to report incidents, concerns, and complaints.

MONITORING

Monitoring is a process that assesses the quality of internal control performance over time. It involves assessing the
design and operation of controls and taking necessary corrective actions. This process is accomplished through
ongoing activities, separate evaluation, and internal and external auditing. Monitoring activities also include using
information from communications from external parties such as user entity complaints and regulatory comments
that may indicate problems or highlight areas in need of improvement.

Ongoing Monitoring and Separate Evaluations

CoreSite has selected, developed, and performed ongoing monitoring procedures to ascertain whether the
components of internal control are present and functioning. Information security working group, executive
management, and capacity management meetings are held at least annually to evaluate the results of internal and
external assessments, security metrics, and availability trends and forecasts. In addition, compliance review results
are documented and provided to executive management at least annually.
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Management has implemented a self-assessment program to evaluate the performance of specific control activities
and processes over time and confirm that the in-scope controls were consistently applied as designed, including
whether manual controls were applied by individuals who have the appropriate competence and authority. As a
result of management’s risk analysis process, each control activity within scope has been assigned a risk level
associated with the assessed level of risk it is intended to mitigate. Controls that serve to mitigate multiple risks are
assigned the highest level of assessed risk among the pertinent risks.

A third-party vendor performs a penetration test at least annually and IT personnel perform vulnerability
assessments at least monthly on the production environment. Identified security vulnerabilities are triaged and
monitored through resolution.

Internal and External Auditing

CoreSite supports many user entities in their efforts to meet the regulatory demands of their industry or governing
agency. CoreSite has assisted user entities in successfully meeting the requirements of many certifications and
regulatory demands, including the following:

e Type 2SOC 1 examination
e Type 2 SOC 2 examination
e |SO 27001 certification

e  NIST 800-53 attestation

e  PCI DSS assessment

o  HIPAA attestation

The scope of the aforementioned compliance audits is limited to the physical and environmental security controls
supporting the colocation services offering. CoreSite’s Any2Exchange® and OCX service offerings are included within
the scope of the SOC 2 examination.

The compliance & internal controls team conducts data center reviews based on a data center-specific risk
assessment performed on at least an annual basis. A compliance & internal controls program is in place which
includes guidance on the following with respect to the annual internal compliance review process:

e Frequency, methods, and responsibilities

e  Consideration of the results of previous compliance reviews
e  Compliance review criteria and scope

e  Results reporting to management

The internal compliance review plan is updated on an annual basis to identify the processes, controls, and
compliance initiatives that will be evaluated throughout the year. Testing is performed to help ensure documented
operating procedures are operating effectively and areas of high risk are addressed. Data center compliance review
reports are issued and escalated as appropriate.

An external audit firm is engaged to review financial results and other Securities Exchange Commission (SEC)
required filings. This firm is reviewed and approved annually by the shareholders and meets regularly with the audit
committee and larger board of directors. Review of the external audit firm includes ensuring appropriate experience
and compensation levels. Both internal and external auditors are required to maintain levels of independence.
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Evaluating and Communicating Deficiencies

Management has developed protocols to help ensure findings of internal control deficiencies are reported to
operational and corporate management. A nonconformity and corrective action procedure is in place to guide
personnel in the following:

e Reacting to the nonconformity to take action to control and correct it and deal with the consequences

e Evaluating the need for action to eliminate the causes of nonconformity, in order that it does not recur or
occur elsewhere

e Implementing any action needed

e Reviewing the effectiveness of any correction action taken

e Making changes to the ISMS, if necessary

e Retaining documented information of corrective actions, including the nature of the nonconformities and
any subsequent actions taken as well as the results of any corrective actions

Nonconformities can result from internal or external auditing activities, monitoring controls such as vulnerability
scans, penetration tests, or other methods and sources. CoreSite retains documented information as evidence of
the nature of the nonconformities and any subsequent actions taken as well as the results of any corrective actions
within a tracking tool. In addition to being documented within the tracking tool, internal control deficiencies
(nonconformities) are reported to ISMS management and executive management on a quarterly basis.

COMPLEMENTARY CONTROLS AT USER ENTITIES

CoreSite’s colocation services system is designed with the assumption that certain controls will be implemented by
user entities. Such controls are called complementary user entity controls. It is not feasible for all of the control
objectives related to CoreSite’s colocation services system to be solely achieved by CoreSite’s control activities.
Accordingly, user entities, in conjunction with the colocation services system, should establish their own internal
controls or procedures to complement those of CoreSite.

The following complementary user entity controls should be implemented by user entities to provide additional
assurance that the specified control objectives described within this report are met:

Related

Control Activities Expected to be implemented at User Entities Criteria

User entities are expected to implement controls that help ensure power requirements are defined | Al.2
and CoreSite is notified of any changes to the power requirements.

User entities are expected to implement controls that help ensure a determination is made whether | A1.2
CoreSite’s security infrastructure is appropriate for its needs and for notifying the Service
Organization of any requested modifications.

User entities are expected to implement controls that help ensure CoreSite’s policies and cc2.1
procedures regarding conduct in the data center are read and adhered to.

User entities are expected to implement controls that help ensure their own asset control processes | CC6.1
and policies are in place and that their equipment housed within the CoreSite data centers is
maintained.

User entities are expected to implement controls that help ensure CoreSite is notified of on-site CC6.4
visits of employees, vendors, and contractors prior to their arrival at the data center.

User entities are expected to implement controls that help ensure their vendors are informed of CC9.2
CoreSite’s policies and procedures regarding conduct in the data center.
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Related

Control Activities Expected to be implemented at User Entities Criteria

User entities are expected to implement controls that help ensure their guests / visitors are CC6.4
escorted, as appropriate, throughout CoreSite’s data centers.

User entities are expected to implement controls that help ensure CoreSite is provided with the CC6.4
listing of individuals authorized to access the data center and customer cage and that CoreSite is
notified if an individual should be removed from the access list.

User entities are expected to implement controls that help ensure their cabinets or racks are locked | CC6.4
and their equipment is secured prior to leaving the premises.

User entities are expected to implement controls that help ensure CoreSite is provided with a listing | CC6.2
of administrators to the customer portal and that access to the portal is appropriately maintained.

User entities are expected to implement controls that help ensure CoreSite is notified of changes cc2.3
made to technical or administrative contact information.

User entities are expected to implement controls that help ensure authorized individuals are CC6.4
designated to issue work requests.
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SECTION 4 — COMPLIANCE ATTESTATION RESULTS
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Guidance Regarding Information Provided by the Service Auditor

AARC-360’s examination of CoreSite’s controls was limited to the Trust Services Criteria Categories of security and
availability, and related criteria and controls specified by CoreSite management. It did not include all aspects of
CoreSite’s operations or those of its Subservice Organization and User Entities. Our examination was performed in
accordance with the Statement on Standards for Attestation Engagements No. 21 (AT-C section 205, Examination
Engagements), as issued by the AICPA.

Our examination of the control activities was performed using the following testing methods:

Test Description

Inquiry AARC-360 made inquiries of CoreSite personnel. Inquiries were made to obtain information
and representations from the client to determine that the client’s knowledge of the control
and corroborate policy or procedure information.

Observation AARC-360 observed application of the control activities by client personnel.

AARC-360 inspected among other items, documents, reports, or electronic files that contain

Inspection . .
P evidence of the performance of the controls, such as system log files.

Re-performance | AARC-360 independently re-performed (where applicable) procedures or controls that
were originally performed by CoreSite as part of its internal control.

In determining whether the report meets the users’ objectives, the users should perform the following procedures:

e Understand the aspects of CoreSite’s controls that may affect the processing of the user entities’
transactions

e Understand the flow of significant transactions through CoreSite
o Determine whether the criteria are relevant to the users’ requirements
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CC1.0 - Common Criteria Related to Control Environment

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC11

The entity
demonstrates a
commitment to
integrity and ethical
values.

Management formally documents and
reviews, on an annual basis, the organizational
policy statements that communicate entity
values and behavioral standards to personnel.

Inspected CoreSite's policy and procedure
documents to determine that management
formally documented and reviewed, on an
annual basis, the organizational policy
statements that communicated entity values
and behavioral standards to personnel.

No deviations noted.

Employees sign an acknowledgment form
upon hire indicating that they have been given
access to the employee handbook and
understand their responsibility for adhering to
the code of conduct outlined within the
handbook.

Inspected the employee handbook and the
signed acknowledgment for a sample of new
hires to determine that employees signed an
acknowledgment form upon hire indicating
that they had been given access to the
employee handbook and understood their
responsibility for adhering to the code of
conduct outlined within the handbook.

No deviations noted.

Employees are required to complete ethics
training upon hire and on an annual basis
thereafter to understand their obligations and
responsibilities to comply with the corporate
code of business conduct and ethics.

Inspected the training content and evidence of
training completion for a sample of new and
current employees to determine that
employees were required to complete ethics
training upon hire and on an annual basis
thereafter to understand their obligations and
responsibilities to comply with the corporate
code of business conduct and ethics.

No deviations noted.

An employee sanction procedure is
documented within the employee handbook
communicating that an employee could face
disciplinary action, including termination of
employment, for noncompliance with a policy
and/or procedure.

Inspected the employee handbook and a
sample employee sanction to determine that
an employee sanction procedure was
documented within the employee handbook
communicating that an employee could face
disciplinary action, including termination of
employment, for noncompliance with a policy
and/or procedure.

No deviations noted.
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Criteria

CC1.2

The Board of Directors
demonstrates
independence from
management and
exercises oversight of
the development and
performance of internal
control.

Control Activity Specified by CoreSite

The board of directors and audit committee
have established and maintained formal
charters and corporate governance guidelines
that describe their oversight responsibilities.
The board of directors has established the
audit committee, comprised of a subset of
members of the board, to assist with the
oversight of management's system of internal
control.

Tests Applied by AARC-360

Inspected the proxy statement and corporate
governance guidelines to determine that the
board of directors and audit committee had
established and maintained formal charters
and corporate governance guidelines that
described their oversight responsibilities and
that the board of directors had established the
audit committee, comprised of a subset of
members of the board, to assist with the
oversight of management's system of internal
control.

Test Results

No deviations noted.

The board of directors, which is inclusive of the
audit committee, with the assistance of
corporate counsel, evaluates the
independence of its members on an annual
basis to ensure that a majority of its members
are independent from management.

Inspected the proxy statement to determine
that the board of directors, which was
inclusive of the audit committee, with the
assistance of corporate counsel, evaluated the
independence of its members on an annual
basis to ensure that a majority of its members
were independent from management.

No deviations noted.

The compliance & internal controls team
provides the results of compliance reports to
the executive management team on at least an
annual basis. Corrective actions are formally
documented and tracked through resolution.

Inspected a sample of internal compliance
results and management meeting
documentation and communications to
determine that the compliance & internal
controls team provided the results of
compliance reports to the executive
management team on at least an annual basis
and that corrective actions were formally
documented and tracked through resolution.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC1.3 | Management Organizational charts are in place to Inspected the organization charts to determine | No deviations noted.
establishes, with board | communicate the defined key areas of that organizational charts were in place to
oversight, structures, authority, responsibility, and reporting lines. communicate the defined key areas of
reporting lines, and These charts help personnel understand their authority, responsibility, and reporting lines to
appropriate authorities | roles, supporting the design, development, personnel. These charts help personnel
and responsibilities in implementation, operation, maintenance, and | understand their roles, supporting the design,
the pursuit of monitoring of the system. These charts are development, implementation, operation,
objectives. available to employees via the Company’s HR maintenance, and monitoring of the system,
system and updated as needed. and that these charts were available to
employees via the Company’s HR system and
updated as needed.
Documented position descriptions are in place | Inspected a sample of job descriptions to No deviations noted.
to define the skills, responsibilities, and determine that documented position
knowledge levels required for particular jobs. descriptions were in place to define the skills,
responsibilities, and knowledge levels required
for particular jobs.
Management has assigned the responsibility Inspected the ISMS Manual to determine that No deviations noted.
for the implementation and effectiveness of management had assigned the responsibility
the ISMS and information security policies to for the implementation and effectiveness of
the ISSC. the ISMS and information security policies to
the ISSC.
CC1.4 | The entity New employee hiring procedures are in place Inspected the new hire policies and No deviations noted.

demonstrates a
commitment to attract,
develop, and retain
competent individuals
in alignment with
objectives.

to guide the hiring process and include
verification that candidates possess the
required qualifications to perform the duties
as outlined in the job description.

procedures and the background checks for a
sample of new hires to determine that new
employee hiring procedures were in place to
guide the hiring process and include
verification that candidates possessed the
required qualifications to perform the duties
as outlined in the job description.

Training courses are available to employees to
maintain and advance the skill level of
personnel.

Inspected the online LMS and evidence of
training completion for a sample of current
employees to determine that training courses
were available to employees to maintain and
advance the skill level of personnel.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Background checks are performed for
employment candidates as a component of
the hiring process.

Inspected a sample of new hire background
check reports to determine that background
checks were performed for employment
candidates as a component of the hiring
process.

No deviations noted.

A Learning Management System (LMS) is in
place to track employee compliance with
training requirements and is configured to
send automated notifications to employees
reminding them of training due dates.

Inspected the online LMS, the training
program plans, training reminder e-mail, a
sample of new hire training completions, and a
sample of current employee training logs to
determine that an LMS was in place to track
employee compliance with training
requirements and was configured to send
automated notifications to employees
reminding them of training due dates.

No deviations noted.

Employees are required to complete security
awareness training upon hire and on an annual
basis thereafter to communicate and
reemphasize their obligations and
responsibilities for complying with corporate
and business unit security policies.

Inspected the training content and evidence of
training completion for a sample of new and
current employees to determine that
employees were required to complete security
awareness training upon hire and on an annual
basis thereafter to communicate and
reemphasize their obligations and
responsibilities for complying with corporate
and business unit security policies.

No deviations noted.

CC1.5

The entity holds
individuals accountable
for their internal
control responsibilities
in the pursuit of
objectives.

An employee sanction procedure is
documented within the employee handbook
communicating that an employee could face
disciplinary action, including termination of
employment, for noncompliance with a policy
and/or procedure.

Inspected the employee handbook and a
sample employee sanction to determine that
an employee sanction procedure was
documented within the employee handbook
communicating that an employee could face
disciplinary action, including termination of
employment, for noncompliance with a policy
and/or procedure.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Information security working group meetings
are held on a quarterly basis to discuss and
align internal control responsibilities and
performance measures with information
security-related objectives.

Inspected a sample of quarterly information
security working group meeting presentations
to determine that information security
working group meetings were held on a
quarterly basis to discuss and align internal
control responsibilities and performance
measures with information security-related
objectives.

No deviations noted.

Internal compliance results are documented
and communicated to executive management.
Corrective actions are formally documented
and tracked through resolution.

Inspected a sample of internal compliance
results and management meeting
documentation and communications to
determine that internal compliance provided
the results of compliance reports to the
executive management team on at least an
annual basis and that corrective actions were
formally documented and tracked through
resolution.

No deviations noted.
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CC2.0 - Common Criteria Related to Communication and Information

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC2.1 | The entity obtains or ISMS policies and procedures and SOPs are Inspected CoreSite's policy and procedure No deviations noted.
generates and uses formally documented and reviewed on an documents to determine that ISMS policies
relevant, quality annual basis that identify information required | and procedures and SOPs were formally
information to support | to support the functioning of internal control documented and reviewed on an annual basis
the functioning of and achievement of objectives. that identify information required to support
internal control. the functioning of internal control and
achievement of objectives.
CC2.2 | The entity internally An information security policy is formally Inspected the information security policy and No deviations noted.

communicates
information, including
objectives and
responsibilities for
internal control,
necessary to support
the functioning of
internal control.

documented, reviewed on an annual basis, and
communicated to employees via the
Company’s online collaboration platform. The
policy identifies information required to
support the functioning of internal control and
the achievement of objectives and covers topic
areas that include, but are not limited to, the
following:

e Access control and authentication
Acceptable use

e Data protection

Change management

the online collaboration platform location of
the policy to determine that an information
security policy was formally documented,
reviewed on an annual basis, and
communicated to employees via the
Company’s online collaboration platform, and
that the policy identified information required
to support the functioning of internal control
and the achievement of objectives and
covered topic areas that include, but were not
limited to, the following:

e Access control and authentication

e  Acceptable use

e Data protection

e Change management

A whistleblower policy and hotline are
accessible by internal users to report incidents,
concerns, and complaints.

Inspected the information security and
whistleblower policies and the whistleblower
webpage to determine that a whistleblower
policy and hotline were accessible by internal
users to report incidents, concerns, and
complaints.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Information security working group meetings
are held on a quarterly basis to discuss and
align internal control responsibilities and
performance measures with information
security-related objectives.

Inspected a sample of quarterly information
security working group meeting presentations
to determine that information security
working group meetings were held on a
quarterly basis to discuss and align internal
control responsibilities and performance
measures with information security-related
objectives.

No deviations noted.

Documented escalation procedures for
reporting security and availability incidents are
provided to internal users to guide in
identifying and reporting failures, incidents,
concerns, and other complaints.

Inspected the computer security incident
response plan and evidence of its internal
distribution to determine that documented
escalation procedures for reporting security
and availability incidents were provided to
internal users to guide in identifying and
reporting failures, incidents, concerns, and
other complaints.

No deviations noted.

Employees are required to complete security
awareness training upon hire and on an annual
basis thereafter to communicate and
reemphasize their obligations and
responsibilities for complying with corporate
and business unit security policies.

Inspected the training content and evidence of
training completion for a sample of new hires
and current employees to determine that
employees were required to complete security
awareness training upon hire and on an annual
basis thereafter to communicate and
reemphasize their obligations and
responsibilities for complying with corporate
and business unit security policies.

No deviations noted.

Documented position descriptions are in place
to define the skills, responsibilities, and
knowledge levels required for particular jobs.

Inspected a sample of job descriptions to
determine that documented position
descriptions were in place to define the skills,
responsibilities, and knowledge levels required
for particular jobs.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

cc2.3

The entity
communicates with
external parties
regarding matters
affecting the
functioning of internal
control.

An automated ticketing system within the
customer portal is available for customers to
submit trouble tickets, work orders, and
identified incidents to CoreSite. The ticketing
system is configured to e-mail details of the
ticket to the data center operations group and
the originator of the ticket.

Inspected the ticketing documentation for a
sample of customer requests to determine
that an automated ticketing system within the
customer portal was available for customers to
submit trouble tickets, work orders, and
identified incidents to CoreSite.

Inspected the e-mail notification for a sample
ticket to determine that the ticketing system
was configured to e-mail details of the ticket
to the data center operations group and
originator of the ticket.

No deviations noted.

Operations support is available on-site during
extended business hours and after hours via
an on-call support system.

Inspected the data center shift schedules to
determine that operations support was
available on-site during extended business
hours and after hours via an on-call support
system.

No deviations noted.

A whistleblower policy and hotline are
accessible by external users to report
incidents, concerns, and complaints.

Inspected the information security and
whistleblower policies and the whistleblower
webpage to determine that a whistleblower
policy and hotline were accessible by external
users to report incidents, concerns, and
complaints.

No deviations noted.

CoreSite's security and availability
commitments, including the security,
contractual, and regulatory requirements, are
documented and communicated to external
users via the Company website, customer
contracts, and marketing materials and
brochures.

Inspected the marketing brochures, a template
MSA, and the Company website to determine
that CoreSite's security and availability
commitments, including the security,
contractual, and regulatory requirements,
were documented and communicated to
external users via the Company website,
customer contracts, and marketing materials
and brochures.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Information regarding the design and
operation of the system and its boundaries is
communicated to external users via the
Company website, customer contracts, and
marketing materials and brochures.

Inspected the marketing brochures, a template
MSA, and the Company website to determine
that information regarding the design and
operation of the system and its boundaries
was communicated to external users via the
Company website, customer contracts, and
marketing materials and brochures.

No deviations noted.

Documented escalation procedures for
reporting security and availability incidents are
provided to external users to guide in
identifying and reporting failures, incidents,
concerns, and other complaints.

Inspected customer support guides to
determine that documented escalation
procedures for reporting security and
availability incidents were provided to external
users to guide in identifying and reporting
failures, incidents, concerns, and other
complaints.

No deviations noted.
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CC3.0 - Common Criteria Related to Risk Assessment

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC3.1

The entity specifies
objectives with
sufficient clarity to
enable the
identification and
assessment of risks

relating to objectives.

An information security policy is formally
documented, reviewed on an annual basis, and
communicated to employees via the
Company’s online collaboration platform. The
policy identifies information required to
support the functioning of internal control and
the achievement of objectives and covers topic
areas that include, but are not limited to, the
following:

e Access control and authentication

e  Acceptable use

e  Data protection

e Change management

Inspected the information security policy and
the online collaboration platform location of
the policy to determine that an information
security policy was formally documented,
reviewed on an annual basis, and
communicated to employees via the Company’s
online collaboration platform, and that the
policy identified information required to
support the functioning of internal control and
the achievement of objectives and covered
topic areas that include, but were not limited
to, the following:

e Access control and authentication
Acceptable use

e Data protection

e Change management

No deviations noted.

Internal reporting provides management with
accurate and complete information regarding
management's choices and information
needed in managing the Company.

Inspected the meeting minutes for the
quarterly risk assessment meetings, the
quarterly information security working group
meetings, and the quarterly regional capacity
review meetings to determine that internal
reporting provided management with accurate
and complete information regarding
management's choices and information needed
in managing the Company.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CoreSite's security and availability
commitments, including the security,
contractual, and regulatory requirements, are
documented and communicated to external
users via the Company website, customer
contracts, and marketing materials and
brochures.

Inspected the marketing brochures, a template
MSA, and the Company webpages to determine
that CoreSite's security and availability
commitments, including the security,
contractual, and regulatory requirements, were
documented and communicated to external
users via the Company website, customer
contracts, and marketing materials and
brochures.

No deviations noted.

CC3.2

The entity identifies
risks to the
achievement of its
objectives across the
entity and analyzes
risks as a basis for
determining how the
risks should be
managed.

Documented risk management policies and
procedures are in place to guide personnel in
areas that include, but are not limited to, the
following:

e Responsibilities

e  Criteria for performing risk assessments
e I|dentification of risks

e  Risk analysis and evaluation

e Risk treatment

e  Risk monitoring and reporting

Inspected the risk assessment documentation
to determine that documented risk
management policies and procedures were in
place to guide personnel in areas that include,
but were not limited to, the following:

e  Responsibilities

e  Criteria for performing risk assessments
e |dentification of risks

e  Risk analysis and evaluation

e  Risk treatment

e  Risk monitoring and reporting

No deviations noted.

A systems inventory is maintained that
includes data center physical assets and assets
supporting the in-scope systems.

Inspected the risk assessment documentation
and infrastructure asset inventory listings to
determine that a systems inventory was
maintained that included data center physical
assets and assets supporting the in-scope
systems.

No deviations noted.

Security stakeholders perform a risk
assessment on an annual basis to identify and
analyze business and security risks,
vulnerabilities, laws, and regulations.
Identified risks are formally documented,
analyzed for their significance, and reviewed
by management, along with mitigation
strategies.

Inspected the risk assessment documentation
to determine that security stakeholders
performed a risk assessment on an annual basis
to identify and analyze business and security
risks, vulnerabilities, laws, and regulations, and
that identified risks were formally documented,
analyzed for their significance, and reviewed by
management, along with mitigation strategies.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC3.3 | The entity considers A risk assessment is performed on an annual Inspected risk assessment documentation to No deviations noted.
the potential for fraud | basis that considers the potential for fraud. determine that a risk assessment was
in assessing risks to the | Identified risks are formally documented, performed on an annual basis that considered
achievement of analyzed for their significance, and reviewed the potential for fraud and identified risks were
objectives. by management, along with mitigation formally documented, analyzed for their
strategies. significance, and reviewed by management,
along with mitigation strategies.
CC3.4 | The entity identifies A formal risk assessment is performed on an Inspected the risk assessment documentation No deviations noted.

and assesses changes
that could significantly
impact the system of
internal control.

annual basis that considers the impact of
changes to the system. Identified risks are
formally documented, analyzed for their
significance, and reviewed by management,
along with mitigation strategies.

to determine that a formal risk assessment was
performed on an annual basis that considered
the impact of changes to the system and
identified risks were formally documented,
analyzed for their significance, and reviewed by
management, along with mitigation strategies.

CoreSite’s IT security group monitors the
security impact of emerging technologies, and
the impact of applicable laws or regulations
are considered by senior management.

Inspected the relevant personnel IT
certifications and emerging technologies
information sources to determine that
CoreSite’s IT security group monitored the
security impact of emerging technologies, and
the impact of applicable laws or regulations
were considered by senior management.

No deviations noted.
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CC4.0 — Common Criteria Related to Monitoring Activities

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CCa.1

The entity selects,
develops, and performs
ongoing and/or
separate evaluations to
ascertain whether the
components of internal
control are present and
functioning.

Internal compliance results are documented
and communicated to executive management
on at least an annual basis. Corrective actions
are formally documented and tracked through
resolution.

Inspected a sample of internal compliance
results and management meeting
documentation and communications to
determine that internal compliance results
were documented and communicated to
executive management on at least an annual
basis and corrective actions were formally
documented and tracked through resolution.

No deviations noted.

Internal vulnerability assessments of the
production environment are performed by IT
personnel on at least a monthly basis.
Identified security vulnerabilities are
documented within the ticketing system,
reviewed, and resolved as applicable.

Inspected the group accounts listing, the
internal vulnerability assessment recurring
scanning configurations, sample scan results,
and a sample of vulnerability scan incident
tickets to determine that internal vulnerability
assessments of the production were performed
by IT personnel on at least a monthly basis, and
that identified security vulnerabilities were
documented within the ticketing system,
reviewed, and resolved as applicable.

No deviations noted.

Internal penetration tests of the production
environment are performed by a third-party
vendor on at least an annual basis. Identified
security vulnerabilities are documented within
the ticketing system, reviewed, and resolved
as applicable.

Inspected the most recent penetration test and
the steering committee discussion regarding
the risk assessment to determine that internal
penetration tests of the production
environment were performed by a third-party
vendor on at least an annual basis and that
identified security vulnerabilities were
documented within the ticketing system,
reviewed, and resolved as applicable.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC4.2

The entity evaluates
and communicates
internal control
deficiencies in a timely
manner to those parties
responsible for taking
corrective actions,
including senior
management and the
Board of Directors, as
appropriate.

Management review meetings are held on at
least an annual basis to evaluate the results of
internal and external assessments, security
metrics, and availability trends and forecasts.

Inspected the agendas and meeting materials
for a sample of ISSC meetings, information
security working group meetings and capacity
review meetings to determine that
management review meetings were held on at
least an annual basis to evaluate the results of
internal and external assessments, security
metrics, and availability trends and forecasts.

No deviations noted.

CoreSite retains documented information as
evidence of the nature of the nonconformities
and any subsequent actions taken as well as
the results of any corrective actions within a
tracking tool.

Inspected the issue tracker to determine that
CoreSite retained documented information as
evidence of the nature of the nonconformities
and any subsequent actions taken as well as the
results of any corrective actions within a
tracking tool.

No deviations noted.

Internal compliance results are documented
and communicated to executive management
on at least an annual basis. Corrective actions
are formally documented and tracked through
resolution.

Inspected a sample of internal compliance
results and management meeting
documentation and communications to
determine that internal compliance results
were documented and communicated to the
executive management team on at least an
annual basis and that corrective actions were
formally documented and tracked through
resolution.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

A nonconformity and corrective action
procedure is in place to guide personnel in the
following:

e Reacting to the nonconformity to take
action to control and correct it and deal
with the consequences

e  Evaluating the need for action to eliminate
the causes of nonconformity, in order that
it does not recur or occur elsewhere

e Implementing any action needed
Reviewing the effectiveness of any
correction action taken

e Making changes to the ISMS, if necessary

e  Retaining documented information of
corrective actions, including the nature of
the nonconformities and any subsequent
actions taken as well as the results of any
corrective actions

Inspected the ISMS manual and the procedure
for the management of exceptions, and the
internal compliance exception tracker to
determine that a nonconformity and corrective
action procedure was in place to guide
personnel in the following:

e Reacting to the nonconformity to take
action to control and correct it and deal
with the consequences

e  Evaluating the need for action to eliminate
the causes of nonconformity, in order that
it does not recur or occur elsewhere

e Implementing any action needed Reviewing
the effectiveness of any correction action
taken

e Making changes to the ISMS, if necessary

e  Retaining documented information of
corrective actions, including the nature of
the nonconformities and any subsequent
actions taken as well as the results of any
corrective actions

No deviations noted.
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CC5.0 - Common Criteria Related to Control Activities

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC5.1 | The entity selects and Assigned risk owners select and develop control | Inspected the risk assessment documentation | No deviations noted.
develops control activities to mitigate the risks identified during to determine that assigned risk owners
activities that the annual risk assessment process. The control | selected and developed control activities to
contribute to the activities are documented within the mitigation | mitigate the risks identified during the annual
mitigation of risks to plans that are created by the risk owners for risk assessment process and that the control
the achievement of risks above the tolerable threshold. activities were documented within the
objectives to acceptable mitigation plans that were created by the risk
levels. owners for risks above the tolerable
threshold.
A statement of applicability aligned with the Inspected the ISMS manual, the risk No deviations noted.
requirements of ISO 27001 is in place to assessment documentation, and the
document the linkage between the risk statement of applicability to determine that a
assessment results and the security controls in statement of applicability aligned with the
place to mitigate identified risks. The statement | requirements of ISO 27001 was in place to
of applicability is updated on an annual basis in | document the linkage between the risk
conjunction with the risk assessment process. assessment results and the security controls
in place to mitigate identified risks and that
the statement of applicability was updated on
an annual basis in conjunction with the risk
assessment process.
CC5.2 | The entity also selects Assigned risk owners select and develop control | Inspected the risk assessment documentation | No deviations noted.

and develops general
control activities over
technology to support
the achievement of
objectives.

activities over technology to support the
achievement of objectives as an output from
the annual risk assessment. The control
activities are documented within the mitigation
plans that are created by the risk owners for
risks above the tolerable threshold.

to determine that assigned risk owners
selected and developed control activities over
technology to support the achievement of
objectives as an output from the annual risk
assessment and the control activities were
documented within the mitigation plans that
were created by the risk owners for risks
above the tolerable threshold.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

A statement of applicability aligned with the
requirements of ISO 27001 is in place to
document the linkage between the risk
assessment results and the security controls in
place to mitigate identified risks. The statement
of applicability is updated on an annual basis in
conjunction with the risk assessment process.

Inspected the ISMS manual, the risk
assessment documentation, and the
statement of applicability to determine that a
statement of applicability aligned with the
requirements of 1ISO 27001 was in place to
document the linkage between the risk
assessment results and the security controls
in place to mitigate identified risks and that
the statement of applicability was updated on
an annual basis in conjunction with the risk
assessment process.

No deviations noted.

CCs5.3

The entity deploys
control activities
through policies that
establish what is
expected and in
procedures that put
policies into action.

An information security policy is formally
documented, reviewed on an annual basis, and
communicated to employees via the Company’s
online collaboration platform. The policy
identifies information required to support the
functioning of internal control and the
achievement of objectives and covers topic
areas that include, but are not limited to, the
following:

e Access control and authentication
Acceptable use

Data protection

Change management

Inspected the information security policy and
the online collaboration platform location of
the policy to determine that an information
security policy was formally documented,
reviewed on an annual basis, and
communicated to employees via the
Company’s online collaboration platform, and
that the policy identified information
required to support the functioning of
internal control and the achievement of
objectives and covered topic areas that
include, but were not limited to, the
following:

e Access control and authentication

e Acceptable use

e Data protection

e Change management

No deviations noted.

SOPs are formally documented, reviewed on an
annual basis, and cover topic areas that include,
but are not limited to, data center maintenance
and security.

Inspected CoreSite's policies and SOPs to
determine that SOPs were formally
documented, reviewed on an annual basis,
and covered topic areas that included, but
were not limited to, data center maintenance
and security.

No deviations noted.
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Criteria Control Activity Specified by CoreSite Tests Applied by AARC-360 Test Results

An employee sanction procedure is Inspected the employee handbook and a No deviations noted.
documented within the employee handbook sample employee sanction to determine that
communicating that an employee could face an employee sanction procedure was
disciplinary action, including termination of documented within the employee handbook
employment, for noncompliance with a policy communicating that an employee could face
and/or procedure. disciplinary action, including termination of
employment, for noncompliance with a policy
and/or procedure.
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CC6.0 — Common Criteria Related to Logical and Physical Access Controls

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CCe.1

The entity implements
logical access security
software,
infrastructure, and
architectures over
protected information
assets to protect them
from security events to
meet the entity's
objectives.

The in-scope systems are configured to
authenticate users with a user account and
enforce minimum password requirements.

Inspected the user account listing and
authentication configurations for the in-scope
systems to determine that the in-scope
systems were configured to authenticate
users with a user account and enforce
minimum password requirements.

No deviations noted.

Predefined security groups are utilized to assign
role-based access privileges and segregate
access to the in-scope systems.

Inspected the Active Directory user listing and
groups to determine that predefined security
groups were utilized to assign role-based
access privileges and segregate access to the
in-scope systems.

No deviations noted.

Administrative access privileges to the in-scope
systems are restricted to user accounts
accessible by authorized personnel.

Inspected the account listings for Active
Directory, the badge access system, the VPN,
and the firewall to determine that
administrative access privileges to the in-
scope systems were restricted to user
accounts accessible by authorized personnel.

No deviations noted.

TLS encrypted VPNs are required for remote
access to production systems and require MFA.
Predefined user account and minimum
password requirements are inherited from the
network domain.

Inspected the VPN authentication process
and encryption settings and password
requirements to determine that TLS
encrypted VPNs were required for remote
access to production systems and required
MFA and that predefined user account and
minimum password requirements were
inherited from the network domain.

No deviations noted.

A firewall system is in place to filter
unauthorized inbound network traffic from the
Internet.

Inspected the network diagram and the
firewall rulesets to determine that a firewall
system was in place to filter unauthorized
inbound network traffic from the Internet.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC6.2 | Prior to issuing system Logical access requests to the production Inspected the list of users with production No deviations noted.

credentials and granting | environment for internal users are documented | access and a sample of new hire logical access

system access, the on an access request ticket and require request tickets to determine that logical

entity registers and manager approval. access requests to the production

authorizes new internal environment for internal users were

and external users documented on an access request ticket and

whose access is required manager approval.

administered by the " ) ) . .

. A termination ticket is completed, and systems Inspected a sample of termination tickets to No deviations noted.
entity. For those users . . S
. access is revoked, for employees as a determine that a termination ticket was
whose access is .
L component of the employee termination completed, and systems access was revoked,
administered by the
. process. for employees as a component of the
entity, user system R
. employee termination process.

credentials are

removed when user User access reviews of the network domain are | Inspected the results from a sample quarterly | No deviations noted.

access is no longer performed on a quarterly basis to help ensure user access review to determine that user

authorized. that system access is restricted and provides for | access reviews of the network domain were

segregation of duties. performed on a quarterly basis to help ensure
that system access was restricted and
provided for segregation of duties.

CC6.3 | The entity authorizes, Logical access requests to the production Inspected the list of users with production No deviations noted.

modifies, or removes
access to data,
software, functions, and
other protected
information assets
based on roles,
responsibilities, or the
system design and
changes, giving
consideration to the
concepts of least

environment for internal users are documented
on an access request ticket and require
manager approval.

access and a sample of new hire logical access
request tickets to determine that logical
access requests to the production
environment for internal users were
documented on an access request ticket and
required manager approval.

A termination ticket is completed, and systems
access is revoked timely, for employees as a
component of the employee termination
process.

Inspected a sample of termination tickets to
determine that a termination ticket was
completed and systems access was revoked
timely for employees as a component of the
employee termination process.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

privilege and
segregation of duties,
to meet the entity’s
objectives.

User access reviews of the network domain are
performed on a quarterly basis to help ensure
that system access is restricted and provides for
segregation of duties.

Inspected the results from a sample of
quarterly user access reviews to determine
that user access reviews of the network
domain were performed on a quarterly basis
to help ensure that system access was
restricted and provided for segregation of
duties.

No deviations noted.

Predefined security groups are utilized to assign
role-based access privileges and segregate
access to the in-scope systems.

Inspected the Active Directory user listing and
groups to determine that predefined security
groups were utilized to assign role-based
access privileges and segregate access to the
in-scope systems.

No deviations noted.

CCe.4

The entity restricts
physical access to
facilities and protected
information assets (for
example, data center
facilities, back-up media
storage, and other
sensitive locations) to
authorized personnel to
meet the entity’s
objectives.

A security procedures manual is in place to
guide personnel in carrying out the following
security activities:

e Access control system

e Visitor management

e Deliveries

e  Property removal

e  Support services

Inspected the security procedures manual to
determine that a security procedures manual
was in place to guide personnel in carrying
out the following security activities:

e Access control system
e Visitor management
e Deliveries

e  Property removal

e  Support services

No deviations noted.

Security technicians monitor physical security at
the colocation facilities.

Observed security technicians at the
colocation facilities and inspected their shift
schedules to determine that security
technicians monitored physical security at the
colocation facilities.

No deviations noted.

Badge access control systems are in place to
control access to and within the colocation
facilities and configured to log ingress activity.

Observed the badge access systems at the
colocation facilities and inspected the badge
access system log exports to determine that
badge access control systems were in place to
control access to and within the colocation
facilities and were configured to log ingress
activity.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Historical activity logs from the badge access
control system are retained for a minimum of
90 days.

Inspected the badge access system log
exports to determine that historical activity
logs from the badge access control system
were retained for a minimum of 90 days.

No deviations noted.

Visitors are required to provide photo
identification, be logged in the badge access
control systems and/or sign a visitor log, and be
issued a temporary badge for use while within
the colocation facilities.

Observed the visitor logging procedures and
inspected the visitor log exports to determine
that visitors were required to provide photo
identification, to be logged in the badge
access control systems and/or sign a visitor
log and be issued a temporary badge for use
while within the colocation facilities.

No deviations noted.

Historical visitor logs are retained for a
minimum of 90 days.

Inspected the visitor log exports to determine
that historical visitor logs were retained for a
minimum of 90 days.

No deviations noted.

Visitors are required to be escorted by
authorized personnel while within the
colocation facilities.

Observed the visitor escorting procedures at
the colocations to determine that visitors
were required to be escorted by authorized
personnel while within the colocation
facilities.

No deviations noted.

Key logs are maintained to track physical key
check-in and check-out activity.

Observed the management of physical keys at
the colocation facilities and inspected the
daily key audit logs to determine that key logs
were maintained to track physical key check-
in and check-out activity.

No deviations noted.

Property removals are required to be logged
within the automated ticketing system.

Inspected the equipment removal log to
determine that property removals were
required to be logged within the automated
ticketing system.

No deviations noted.

Deliveries are required to be logged within the
automated ticketing system.

Inspected the package delivery case reports
to determine that deliveries were required to
be logged within the automated ticketing
system.

No deviations noted.
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Criteria Control Activity Specified by CoreSite Tests Applied by AARC-360 Test Results

NVR camera systems are in place to monitor Observed the positioning and monitoring of No deviations noted.
activity to and throughout the colocation camera systems for each in-scope location to
facilities. determine that NVR camera systems were in

place to monitor activity to and throughout
the colocation facilities.

NVR images are retained for a minimum of 90 Inspected archived historical NVR images for No deviations noted.
days. each in-scope location to determine that NVR

images were retained for a minimum of 90

days.
The badge access control system is configured Observed the badge access system alerting No deviations noted.
to log predefined physical access related events | function and inspected both badge access log
and alert data center operations technicians exports and log alert samples to determine
when certain events are identified. that the badge access control system was

configured to log predefined physical access
related events and alert data center
operations technicians when certain events
were identified.

Physical access requests for external users are Inspected a sample of external access tickets No deviations noted.
documented on an access request ticket and to determine that physical access requests for

submitted to facilities security personnel for external users were documented on an

processing. access request ticket and submitted to

facilities security personnel for processing.

Physical access requests for internal users are Inspected a sample of new hire badge No deviations noted.
documented on an access request ticket and requests to determine that physical access
require manager approval. requests for internal users were documented

on an access request ticket and required
manager approval.

A termination ticket is completed, and physical Inspected termination tickets for a sample of | No deviations noted.
access is revoked, for employees as a terminated employees to determine that a
component of the employee termination termination ticket was completed, and
process. physical access was revoked, for employees
as a component of the employee termination
process.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Physical access reviews are performed on a
quarterly basis to help ensure that access to the
data center facilities is restricted.

Inspected a sample of quarterly badge access
review reports to determine that physical
access reviews were performed on a
quarterly basis to help ensure that access to
the data center facilities was restricted.

No deviations noted.

CC6.5

The entity discontinues
logical and physical
protections over
physical assets only
after the ability to read
or recover data and
software from those
assets has been
diminished and is no
longer required to meet
the entity’s objectives.

Media handling and disposal procedures are in
place to guide personnel in the removal of data
and software stored on CoreSite-owned
physical assets to be removed from the physical
control of CoreSite and to render such data and
software unreadable.

Inspected the media destruction policy to
determine that media handling and disposal
procedures were in place to guide personnel
in the removal of data and software stored on
CoreSite-owned physical assets to be
removed from the physical control of
CoreSite and to render such data and
software unreadable.

No deviations noted.

A third-party vendor provides a certificate of
destruction / recycle when CoreSite-owned
physical assets require physical destruction or
recycle.

Inspected the media destruction policy to
determine that a third-party vendor provided
a certificate of destruction / recycle when
CoreSite-owned physical assets required
physical destruction or recycle.

This control is
suitably designed;
however, there were
no CoreSite-owned
physical assets that
required physical
destruction or
recycling during the
review period to test
the operating
effectiveness of the
control.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CCe.6

The entity implements
logical access security
measures to protect
against threats from
sources outside its
system boundaries.

TLS encrypted VPNs are required for remote

access to production systems and require MFA.

Predefined user account and minimum
password requirements are inherited from the
network domain.

Inspected the VPN authentication process
and VPN encryption settings to determine
that TLS encrypted VPNs were required for
remote access to production systems and
require MFA and that predefined user
account and minimum password
requirements are inherited from the network
domain.

No deviations noted.

Customer portal web servers utilize TLS
encryption for web communication sessions.

Inspected the customer portal SSL certificate
to determine that customer portal web
servers utilized TLS encryption for web
communication sessions.

No deviations noted.

The customer portal is configured to
authenticate users with a user account and
enforce minimum password requirements.

Inspected the customer portal user list and
the password settings to determine that the
customer portal was configured to
authenticate users with a user account and
enforced minimum password requirements.

No deviations noted.

A firewall system is in place to filter
unauthorized inbound network traffic from the
Internet.

Inspected the network diagram and the
firewall rulesets to determine that a firewall
system was in place to filter unauthorized
inbound network traffic from the Internet.

No deviations noted.

The firewall system is configured for high
availability to provide failover firewall services
in the event of a primary firewall failure.

Inspected the network diagram and the
firewall failover configurations to determine
that the firewall system was configured for
high availability to provide failover firewall
services in the event of a primary firewall
failure.

No deviations noted.

Firewall rules are reviewed on a quarterly basis
to help ensure that only necessary connections
are configured within the rulesets.

Inspected a sample of quarterly firewall
configuration review reports to determine
that firewall rules were reviewed on a
quarterly basis to help ensure that only
necessary connections were configured
within the rulesets.

No deviations noted.

Private and Confidential

Page 54






Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC6.7 | The entity restricts the Documented policies and procedures are in Inspected the encryption policy to determine | No deviations noted.
transmission, place that prohibit the transmission of sensitive | that documented policies and procedures
movement, and information over the Internet or other public were in place that prohibited the
removal of information | communications paths unless it is encrypted. transmission of sensitive information over the
to authorized internal Internet or other public communications
and external users and paths unless it was encrypted.
irg:jﬁsnsgei;::siﬁg;f;’ts TLS encrypted VPNs are required for remote Inspected the VPN authentication process No deviations noted.
access to production systems and require MFA. | and VPN encryption settings to determine
movement, or removal ) . -
to meet the entity’s Predefined use.r account and. m|n|.mum that TLS encrypted VPNs \_Nere required for
D password requirements are inherited from the remote access to production systems and
objectives. . ] .
network domain. required MFA and that predefined user
account and minimum password
requirements were inherited from the
network domain.
Customer portal web servers utilize TLS Inspected the customer portal SSL certificate No deviations noted.
encryption for web communication sessions. to determine that customer portal web
servers utilized TLS encryption for web
communication sessions.
CC6.8 | The entity implements The ability to promote system changes into the | Inspected the administrator listings for in- No deviations noted.

controls to prevent or
detect and act upon the
introduction of
unauthorized or
malicious software to
meet the entity’s
objectives.

production environment is restricted to user
accounts accessible by authorized personnel.

scope systems to determine that the ability to
promote system changes into the production
environment was restricted to user accounts
accessible by authorized personnel.

Critical operating system security patches are
automatically applied to the production servers
supporting the badge access control system on
a monthly basis.

Inspected the automatic operating system
update configurations to determine that
critical operating system security patches
were automatically applied to the production
servers supporting the badge access control
system on a monthly basis.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Critical operating system security patches are
automatically applied to the bastion hosts
supporting the Any2Exchange® and OCX
services on a daily basis.

Inspected the patching logs and
configurations to determine that critical
operating system security patches were
automatically applied to the bastion hosts
supporting the Any2Exchange® and OCX
services on a daily basis.

No deviations noted.

Application updates made to the badge access
control system are authorized, tested, and
approved prior to implementation. Additionally,
a post-implementation review is performed to
help ensure proper functioning of the
application in the production environment.

Inspected the change management policy and
a sample of badge access control system
change tickets to determine that application
updates made to the badge access control
system were authorized, tested, and
approved prior to implementation and that a
post-implementation review was performed
to help ensure proper functioning of the
application in the production environment.

No deviations noted.

Changes made to the production infrastructure
supporting the Any2Exchange® and OCX
services are authorized, tested, as applicable,
and approved prior to implementation.

Inspected a sample of Any2Exchange® and
OCX service tickets to determine that changes
made to the production infrastructure
supporting the Any2Exchange® and OCX
services were authorized, tested, as
applicable, and approved prior to
implementation.

No deviations noted.

An endpoint protection solution is configured
on production servers and workstations to
provide real-time protection against the
presence of malicious software.

Inspected the antivirus dashboards and
configurations, a listing of protected devices,
a sample device protected, and the
production firewall configurations to
determine that an endpoint protection
solution was configured on production
servers and workstations to provide real-time
protection against the presence of malicious
software.

No deviations noted.
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CC7.0 — Common Criteria Related to System Operations

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC7.1

To meet its objectives,
the entity uses
detection and
monitoring procedures
to identify (1) changes
to configurations that
result in the
introduction of new
vulnerabilities, and (2)
susceptibilities to newly
discovered
vulnerabilities.

Documented standard build procedures are
utilized for installation and maintenance of
production servers and infrastructure.

Inspected the New Server Checklist to
determine that documented standard build
procedures were utilized for installation and
maintenance of production servers and
infrastructure.

This control is
suitably designed;
however, there were
no servers built
during the review
period to test the
operating
effectiveness of the
control.

No deviations noted.

An endpoint protection solution is configured
on production servers and workstations to
provide real-time protection against the
presence of malicious software.

Inspected the antivirus dashboards and
configurations, a listing of protected devices, a
sample device protected, and the production
firewall configurations to determine that an
endpoint protection solution was configured
on production servers and workstations to
provide real-time protection against the
presence of malicious software.

No deviations noted.

Firewall rules are reviewed on a quarterly basis
to help ensure that only necessary connections
are configured within the rulesets.

Inspected the production firewall
configurations and a sample of quarterly
firewall configuration reviews to determine
that firewall rules were reviewed on a
quarterly basis to help ensure that only
necessary connections were configured within
the rulesets.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Internal vulnerability assessments of the
production environment are performed by IT
personnel on at least a monthly basis.
Identified security vulnerabilities are
documented within the ticketing system,
reviewed, and resolved as applicable.

Inspected the internal vulnerability assessment
recurring scanning configurations, sample scan
results and a sample of incident tickets related
to the vulnerability scan results to determine
that internal vulnerability assessments of the
production were performed by IT personnel on
at least a monthly basis, and that identified
security vulnerabilities were documented
within the ticketing system, reviewed, and
resolved as applicable.

No deviations noted.

Internal penetration tests of the production
environment are performed by a third-party
vendor on at least an annual basis. Identified
security vulnerabilities are documented within
the ticketing system, reviewed, and resolved
as applicable.

Inspected the most recent penetration test to
determine that internal penetration tests of
the production environment were performed
by a third-party vendor on at least an annual
basis and that identified security
vulnerabilities were documented within the
ticketing system, reviewed, and resolved as
applicable.

No deviations noted.

CC7.2

The entity monitors
system components
and the operation of
those components for
anomalies that are
indicative of malicious
acts, natural disasters,
and errors affecting the
entity's ability to meet
its objectives;
anomalies are analyzed
to determine whether
they represent security
events.

The building automation systems are
configured to monitor environmental
conditions and systems at the colocation
facilities, and alert data center operations
personnel when predefined thresholds are
exceeded.

Inspected the building automation system
configurations and a sample alert for each in-
scope location to determine that the building
automation systems were configured to
monitor environmental conditions and
systems at the colocation facilities, and alert
data center operations personnel when
predefined thresholds are exceeded.

No deviations noted.

The badge access and surveillance camera
security systems at the colocation facilities are
used to monitor and record activity within the
facilities.

Observed a sample of alerts and inspected the
badge access control system logs to determine
that the badge access and surveillance camera
security systems at the colocation facilities
were used to monitor and record activity
within the facilities.

No deviations noted.

Private and Confidential

Page 58






Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Members of the capacity planning team utilize
automated monitoring tools and reports to
monitor the power and utilization levels of the
colocation facilities and supporting
infrastructure on a real-time basis.

Inspected the capacity management
dashboards and a sample of management
review reports to determine that members of
the capacity planning team utilized automated
monitoring tools and reports to monitor the
power and utilization levels of the colocation
facilities and supporting infrastructure on a
real-time basis.

No deviations noted.

Historical activity logs from the badge access
control system are retained for a minimum of
90 days.

Inspected the historical activity logs in place
throughout each in-scope location to
determine that historical activity logs from the
badge access control system were retained for
a minimum of 90 days.

No deviations noted.

NVR images are retained for a minimum of 90
days.

Inspected historical NVR images archived for
each in-scope location to determine that NVR
images were retained for a minimum of 90
days.

No deviations noted.

An enterprise monitoring application is
configured to monitor the capacity levels of
the production infrastructure and alert IT
personnel when predefined thresholds are
met.

Inspected the enterprise monitoring
application configurations and a sample e-mail
notification to determine that an enterprise
monitoring application was configured to
monitor the capacity levels of the production
infrastructure and alert IT personnel when
predefined thresholds were met.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC7.3

The entity evaluates
security events to
determine whether
they could or have
resulted in a failure of
the entity to meet its
objectives (security
incidents) and, if so,
takes actions to prevent
or address such failures.

Documented policies and procedures are in

place that address the following to guide

personnel throughout the incident response

process:

e  Responsibilities and procedures

e Reporting information security events

e  Reporting information security
weaknesses

e Assessment of and decision on
information security events

e  Response to information security
incidents

e Learning from information security
incidents

e  Collection of evidence

Inspected the computer security incident

response plan to determine that documented

policies and procedures were in place that

address the following to guide personnel

throughout the incident response process:

e  Responsibilities and procedures

e  Reporting information security events

e Reporting information security
weaknesses

e Assessment of and decision on
information security events

e  Response to information security
incidents

e Learning from information security
incidents

e  Collection of evidence

No deviations noted.

Management review meetings are held on at
least an annual basis to evaluate the results of
internal and external assessments, security
metrics, and availability trends and forecasts.

Inspected the agendas and meeting materials
for a sample of ISSC meetings, information
security working group meetings and capacity
review meetings to determine that
management review meetings were held on at
least an annual basis to evaluate the results of
internal and external assessments, security
metrics, and availability trends and forecasts.

No deviations noted.

Help desk and operations personnel utilize an
automated ticketing system to document
security violations, responses, and resolution.

Inspected a sample of incident tickets to
determine that help desk and operations
personnel utilized an automated ticketing
system to document security violations,
responses, and resolution.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CC7.4

The entity responds to
identified security
incidents by executing a
defined incident
response program to
understand, contain,
remediate, and
communicate security
incidents, as
appropriate.

Documented policies and procedures are in

place that address the following to guide

personnel throughout the incident response

process:

e  Responsibilities and procedures

e Reporting information security events

e  Reporting information security
weaknesses

e Assessment of and decision on
information security events

e  Response to information security
incidents

e Learning from information security
incidents

e  Collection of evidence

Inspected the computer security incident
response plan to determine that documented
policies and procedures were in place that
address the following to guide personnel
throughout the incident response process:

e  Responsibilities and procedures

e Reporting information security events

e  Reporting information security
weaknesses

e Assessment of and decision on
information security events

e Response to information security
incidents

e Learning from information security
incidents

e Collection of evidence

No deviations noted.

Management review meetings are held on at
least an annual basis to evaluate the results of
internal and external assessments, security
metrics, and availability trends and forecasts.

Inspected the agendas and meeting materials
for a sample of ISSC meetings, information
security working group meetings and capacity
review meetings to determine that
management review meetings were held on at
least an annual basis to evaluate the results of
internal and external assessments, security
metrics, and availability trends and forecasts.

No deviations noted.

Help desk and operations personnel utilize an
automated ticketing system to document
security violations, responses, and resolution.

Inspected a sample of incident tickets to
determine that help desk and operations
personnel utilized an automated ticketing
system to document security violations,
responses, and resolution.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

An employee sanction procedure is
documented within the employee handbook
communicating that an employee could face
disciplinary action, including termination of
employment, for noncompliance with a policy
and/or procedure.

Inspected the employee handbook and a
sample employee sanction to determine that
an employee sanction procedure was
documented within the employee handbook
communicating that an employee could face
disciplinary action, including termination of
employment, for noncompliance with a policy
and/or procedure.

No deviations noted.

CC7.5

The entity identifies,
develops, and
implements activities to
recover from identified
security incidents.

Documented policies and procedures are in

place that address the following to guide

personnel throughout the incident response

process:

e Responsibilities and procedures

e Reporting information security events

e  Reporting information security
weaknesses

e Assessment of and decision on
information security events

e Response to information security
incidents

e Learning from information security
incidents

e Collection of evidence

Inspected the computer security incident

response plan to determine that documented

policies and procedures were in place that

address the following to guide personnel

throughout the incident response process:

e  Responsibilities and procedures

e Reporting information security events

e  Reporting information security
weaknesses

e Assessment of and decision on
information security events

e Response to information security
incidents

e Learning from information security
incidents

e Collection of evidence

No deviations noted.

Help desk and operations personnel utilize an
automated ticketing system to document
security violations, responses, and resolution.

Inspected a sample of incident tickets to
determine that help desk and operations
personnel utilized an automated ticketing
system to document security violations,
responses, and resolution.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Management review meetings are held on at
least an annual basis to evaluate the results of
internal and external assessments, security
metrics, and availability trends and forecasts.

Inspected the agendas and meeting materials
for a sample of ISSC meetings, information
security working group meetings and capacity
review meetings to determine that
management review meetings were held on at
least an annual basis to evaluate the results of
internal and external assessments, security
metrics, and availability trends and forecasts.

No deviations noted.
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CC8.0 — Common Criteria Related to Change Management

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Cc8.1

The entity
authorizes, designs,
develops or
acquires,
configures,
documents, tests,
approves, and
implements
changes to
infrastructure, data,
software, and
procedures to meet
its objectives.

Documented change management policies and
procedures are in place to guide personnel in
the request, documentation, testing, and
approval of system changes.

Inspected the change management policy to
determine that documented change
management policies and procedures were in
place to guide personnel in the request,
documentation, testing, and approval of system
changes.

No deviations noted.

Critical operating system security patches are
automatically applied to the production
servers supporting the badge access control
system on a monthly basis.

Inspected the automatic operating system
update configurations to determine that critical
operating system security patches were
automatically applied to the production servers
supporting the badge access control system on
a monthly basis.

No deviations noted.

Critical operating system security patches are
automatically applied to the bastion hosts
supporting the Any2Exchange® and OCX
services on a daily basis.

Inspected the patching logs and configurations
to determine that critical operating system
security patches were automatically applied to
the bastion hosts supporting the
Any2Exchange® and OCX services on a daily
basis.

No deviations noted.

Application updates made to the badge access
control system are authorized, tested, and
approved prior to implementation.
Additionally, a post-implementation review is
performed to help ensure proper functioning
of the application in the production
environment.

Inspected the change management policy to
determine that application updates made to the
badge access control system were authorized,
tested, and approved prior to implementation
and that a post-implementation review was
performed to help ensure proper functioning of
the application in the production environment.

This control is
suitably designed;
however, there were
no application
updates made to the
badge access control
system during the
review period to test
the operating
effectiveness of the
control.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Changes made to the production infrastructure
supporting the Any2Exchange® and OCX
services are authorized, tested, as applicable,
and approved prior to implementation.

Tests Applied by AARC-360

Inspected a sample of Any2Exchange® and OCX
change tickets to determine that changes made
to the production infrastructure supporting the
Any2Exchange® and OCX services were
authorized, tested, as applicable, and approved
prior to implementation.

Test Results

No deviations noted.

Documented standard build procedures are
utilized for installation and maintenance of
production servers and infrastructure.

Inspected the New Server Checklist to
determine that documented standard build
procedures were utilized for installation and
maintenance of production servers and
infrastructure.

This control is
suitably designed;
however, there were
no servers built
during the review
period to test the
operating
effectiveness of the
control.

No deviations noted.

The ability to promote system changes into the
production environment is restricted to user
accounts accessible by authorized personnel.

Inspected the administrator listings for in-scope
systems to determine that the ability to
promote system changes into the production
environment was restricted to user accounts
accessible by authorized personnel.

No deviations noted.

Firewall ruleset changes are required to be
documented within the automated ticketing
system and approved prior to implementation.

Inspected a sample of firewall change tickets to
determine that firewall ruleset changes were
required to be documented within the
automated ticketing system and approved prior
to implementation.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Automated backup systems are in place to
perform scheduled backups of production
servers supporting the badge access control
system at predefined times to allow for
rollback of changes when changes impair
system operation.

Inspected the backup schedule configurations
and backup logs for production servers
supporting the badge access control system to
determine that automated backup systems
were in place to perform scheduled backups of
production servers supporting the badge access
control system at predefined times to allow for
rollback of changes when changes impaired
system operation.

No deviations noted.

Automated backup systems are in place to
perform scheduled backups of Any2Exchange®
and OCX switch configurations at predefined
times to allow for rollback of changes when
changes impair system operation.

Inspected the backup job configurations and a
sample of backup logs to determine that
automated backup systems were in place to
perform scheduled backups of Any2Exchange®
and OCX switch configurations at predefined
times to allow for rollback of changes when
changes impaired system operation.

No deviations noted.
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CC9.0 — Common Criteria Related to Risk Mitigation

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Cca.1

The entity identifies,
selects, and develops
risk mitigation
activities for risks
arising from potential
business disruptions.

Documented policies and procedures are in place
to guide personnel in identifying, selecting, and
developing risk management strategies
specifically addressing the risks arising from
potential business disruptions as a part of the
risk assessment process.

Inspected the ISMS Manual and risk
assessment documentation to determine that
documented policies and procedures were in
place to guide personnel in identifying,
selecting, and developing risk management
strategies specifically addressing the risks
arising from potential business disruptions as a
part of the risk assessment process.

No deviations noted.

Business continuity and disaster recovery plans
are in place to guide personnel in procedures to
protect against disruptions caused by an
unexpected event.

Inspected the business continuity and disaster
recovery plans for the corporate headquarters
and each of the in-scope locations to
determine that business continuity and
disaster recovery plans were in place to guide
personnel in procedures to protect against
disruptions caused by an unexpected event.

No deviations noted.

IT personnel perform restoration tests of badge
access control system production server backup
files on at least an annual basis to help ensure
recoverability.

Inspected the badge system database
restoration results to determine that IT
personnel performed restoration tests of
badge access control system production server
backup files on at least an annual basis to help
ensure recoverability.

No deviations noted.

Business continuity and disaster recovery plans
are tested on at least an annual basis.

Inspected the business continuity plan and
disaster recovery test results to determine that
business continuity and disaster recovery plans
were tested on at least an annual basis.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

CCo.2

The entity assesses
and manages risks
associated with
vendors and business
partners.

A vendor management policy is in place and

reviewed annually that addresses the following:

e Specific requirements for a vendor and
business partner

e Due diligence process prior to accepting new
vendors or business partners

e Monitoring process to review vendor and
business partner compliance on a periodic
basis

e Contract requirements

e  Exception handling

e Termination of contract

Inspected the supplier management policy to

determine that a vendor management policy

was in place and reviewed annually that

addressed the following:

e Specific requirements for a vendor and
business partner

e Due diligence process prior to accepting
new vendors or business partners

e Monitoring process to review vendor and
business partner compliance on a periodic
basis

e Contract requirements

e  Exception handling

e Termination of contract

No deviations noted.

Security stakeholders perform a risk assessment
on an annual basis that includes the analysis of
risk arising from the use of vendors and third
parties. Identified risks are formally documented,
analyzed for their significance, and reviewed by
management, along with mitigation strategies.

Inspected the risk assessment documentation
to determine that security stakeholders
performed a risk assessment on an annual
basis that included the analysis of risk arising
from the use of vendors and third parties and
that identified risks were formally
documented, analyzed for their significance,
and reviewed by management, along with
mitigation strategies.

No deviations noted.

Security stakeholders perform a risk assessment
on an annual basis that includes an evaluation of
risk mitigation control activities for risks arising
from potential business disruptions.

Inspected the risk assessment documentation
to determine that security stakeholders
performed a risk assessment on an annual
basis that included an evaluation of risk
mitigation control activities for risks arising
from potential business disruptions.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

The compliance team conducts a survey of high-

risk vendors on at least an annual basis to ensure
that third-party providers comply with CoreSite’s
security and availability requirements.

Tests Applied by AARC-360

Inspected evidence of the review of the
vendor risk assessment questionnaire reviews
and the vendor questionnaire responses
themselves to determine that the compliance
team conducted a survey of high-risk vendors
on at least an annual basis to ensure that
third-party providers complied with CoreSite’s
security and availability requirements.

Test Results

No deviations noted.
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A1.0 — Additional Criteria Related to Availability

Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

designs, develops or
acquires, implements,
operates, approves,
maintains, and monitors
environmental
protections, software,
data back-up processes,

basis that considers environmental threats.
Identified risks are formally documented,
analyzed for their significance, and reviewed by
management, along with mitigation strategies.

to determine that a risk assessment was
performed on an annual basis that considers
environmental threats and that identified
risks were formally documented, analyzed for
their significance, and reviewed by
management, along with mitigation
strategies.

Al.1 | The entity maintains, An enterprise monitoring application is Inspected the enterprise monitoring No deviations noted.
monitors, and evaluates | configured to monitor the capacity levels of the application configurations and a sample e-
current processing production infrastructure and alert IT personnel mail notification to determine that an
capacity and use of when predefined thresholds are met. enterprise monitoring application was
system components configured to monitor the capacity levels of
(infrastructure, data, the production infrastructure and alert IT
and software) to personnel when predefined thresholds were
manage capacity met.
demand and to enable ) ) o ) .
. . Members of the capacity planning team utilize Inspected the capacity management No deviations noted.
the implementation of o .
additional capacity to autornated monitoring too_l§ ar?d reports to dashboards and reporFs to detgrmme that
. L monitor the power and utilization levels of the members of the capacity planning team
help meet its objectives. . - L . o
colocation facilities and supporting infrastructure | utilized automated monitoring tools and
on a real-time basis. reports to monitor the power and utilization
levels of the colocation facilities and
supporting infrastructure on a real-time basis.
Management meetings are held on a quarterly Inspected the meeting calendar entries and No deviations noted.
basis to review availability trends and availability | agendas for a sample of quarters to
forecasts as compared to system commitments. determine that management meetings were
held on a quarterly basis to review availability
trends and availability forecasts as compared
to system commitments.
Al.2 | The entity authorizes, A risk assessment is performed on an annual Inspected the risk assessment documentation | No deviations noted.

Private and Confidential

Page 70






Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

and recovery
infrastructure to meet
its objectives.

Transaction log backup files from the primary
badge access control system are replicated on a
daily basis for high-availability and disaster
recovery purposes.

Inspected the badge system replication
configuration, a sample alert, and the badge
system security e-mail group listing to
determine that transaction log backup files
from the primary badge access control
system were replicated on a daily basis for
high-availability and disaster recovery
purposes.

No deviations noted.

Backup power infrastructure, including UPS
systems and generators, are in place to provide
power to the colocation facilities in the event of
a primary power outage.

Observed the backup power infrastructure at
each in-scope location and inspected the
asset listing to determine that backup power
infrastructure, including UPS systems and
generators, were in place to provide power to
the colocation facilities in the event of a
primary power outage.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Management ensures environmental systems

are inspected internally or by third-party vendors

according to a predefined maintenance
schedule:

Inspected the maintenance SOP, a sample of
UPS system inspections, a sample of monthly
internal generator inspections, a sample of
semi-annual third-party generator

No deviations noted.

inspections, a sample of semi-annual cooling
equipment inspections and the annual fire
detection and suppression system inspection
for each in-scope location to determine that
management ensured environmental systems
were inspected internally or by third-party
vendors according to a predefined
maintenance schedule:

UPS systems are inspected by third-party
vendors at least annually and/or in
compliance with the maintenance SOP
Generators are inspected by internal
personnel monthly and/or in compliance
with the maintenance SOP

e  UPS systems are inspected by third-party
vendors at least annually and/or in
compliance with the maintenance SOP

e Generators are inspected by internal
personnel monthly and/or in compliance
with the maintenance SOP

e Generators are inspected by third-party
vendors semi-annually and/or in compliance
with the maintenance SOP .

e Cooling equipment is inspected by third
party vendors or internal personnel at least
annually and/or in compliance with the 4
maintenance SOP

e Fire detection and suppression systems are

inspected by third-party vendors annually e Generators are inspected by third-party
and/or in compliance with the maintenance vendors semi-annually and/or in
SOP compliance with the maintenance SOP

e Cooling equipment is inspected by third
party vendors or internal personnel at
least annually and/or in compliance with
the maintenance SOP

e  Fire detection and suppression systems
are inspected by third-party vendors
annually and/or in compliance with the
maintenance SOP
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

The building automation systems are configured
to monitor environmental conditions and
systems at the colocation facilities, and alert data
center operations personnel when predefined
thresholds are exceeded.

Inspected the building automation system
configurations and sample of e-mail alerts at
each in-scope location to determine that the
building automation systems were configured
to monitor environmental conditions and
systems at the colocation facilities, and alert
data center operations personnel when
predefined thresholds were exceeded.

No deviations noted.

Multiple air conditioners and/or air handlers are
in place to cool the colocation facilities and
provide redundancy.

Observed the air conditioners and/or air
handlers at each in-scope location and
inspected the asset list to determine that
multiple air conditioners and/or air handlers
were in place to cool the colocation facilities
and provide redundancy.

No deviations noted.

The colocation facilities are equipped with fire

detection and suppression controls that include

the following:

e Audible and visual fire alarms

e Dry-pipe water sprinklers and/or FM-200 fire
suppression systems

e  Fire and smoke detectors

e VESDA systems

e Hand-held fire extinguishers

Observed the fire detection and suppression
systems at each in-scope location, and
inspected the asset list to determine that the
colocation facilities were equipped with fire
detection and suppression controls that
included the following:

e Audible and visual fire alarms

e Dry-pipe water sprinklers and/or FM-200
fire suppression systems

e Fire and smoke detectors

e  VESDA systems

e Hand-held fire extinguishers

No deviations noted.

Water detection systems are in place to detect
leakage from the cooling equipment.

Observed the water detection systems in
place at each in-scope location and inspected
the asset list to determine that water
detection systems were in place to detect
leakage from the cooling equipment.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Business continuity and disaster recovery plans
are in place to guide personnel in procedures to
protect against disruptions caused by an
unexpected event.

Inspected the business continuity and
disaster recovery plans for the corporate
headquarters and each of the in-scope
colocation facilities to determine that
business continuity and disaster recovery
plans were in place to guide personnel in
procedures to protect against disruptions
caused by an unexpected event.

No deviations noted.

Automated backup systems are in place to
perform scheduled incremental and full backups
of production servers supporting the badge
access control system.

Inspected the backup schedule configurations
and backup logs for production servers
supporting the badge access control system
to determine that automated backup systems
were in place to perform scheduled
incremental and full backups of production
servers supporting the badge access control
system.

No deviations noted.

Automated backup systems are in place to
perform scheduled incremental backups of
Any2Exchange and OCX switch configurations on
a daily basis.

Inspected the backup job configurations and
a sample of backup logs to determine that
automated backup systems were in place to
perform scheduled incremental backups of
Any2Exchange and OCX switch configurations
on a daily basis.

No deviations noted.

The automated backup systems are configured
to send alert notifications to IT personnel
regarding backup job completion status.

Inspected the backup notification
configurations and sample of alert
notifications to determine that the
automated backup systems were configured
to send alert notifications to IT personnel
regarding backup job completion status.

No deviations noted.
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Criteria

Control Activity Specified by CoreSite

Tests Applied by AARC-360

Test Results

Security personnel are notified via e-mail upon
failures of the transaction log replication process
supporting the badge access control system.

Inspected the log shipping notification
configurations and a sample e-mail alert
notification to determine that security
personnel were notified via e-mail upon
failures of the transaction log replication
process supporting the badge access control
system.

No deviations noted.

The firewall system is configured for high
availability to provide failover firewall services in
the event of a primary firewall failure.

Inspected the network diagram and the
firewall failover configurations to determine
that the firewall system was configured for
high availability to provide failover firewall
services in the event of a primary firewall
failure.

No deviations noted.

Al3

The entity tests
recovery plan
procedures supporting
system recovery to
meet its objectives.

IT personnel perform restoration tests of badge
access control system production server backup
files on at least an annual basis to help ensure
recoverability.

Inspected the badge system database
restoration results to determine that IT
personnel performed restoration tests of
badge access control system production
server backup files on at least an annual basis
to help ensure recoverability.

No deviations noted.

Business continuity and disaster recovery plans
are tested on at least an annual basis.

Inspected the business continuity plan and
disaster recovery test results to determine
that business continuity and disaster recovery
plans were tested on at least an annual basis.

No deviations noted.
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